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CueHapum paboTbl DPI
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Kak paboTaeT DPI?

Ynctbin Tpauk

HunccekTop
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HTO NponCxXxoouT B
onccekTope?

’nO,D,FOTOBKa nakeTa:

®06beanHeHne Kaopos

Ba>xeH He

@ l13BNnevyeHne n3 TyHHenq
nakeT, Ba>Ha

®LepparmMeHTaumsa IP- nakeTa ceccus!
@ 65ydhepursauus
@ Knaccuevkaums Ha oaHO3Ha4YHoe
’,D.eKo,umposaHme: onpepeneHne Tpapuka

HY>XHO 3-8 MakeToB
®l/13B1evyeHmne MeTagaHHbIX
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IvnccekTop 1

OunccekTop 2

HonccekTop 3

HnccekTop 4

HunccekTop 5

IounccekTop 6

HunccekTtop /

OuccekTop 8

HunccekTop 9




Kak paboTaeT
DPI?

. AHanusmpyem nopT

.anTaeMCﬂ yragaTb HYXXHbI OMCCEKTOP
.Ecnm yrafbiBaem - pasbvpaeM nakeT/ceccuio

.ECJWI HECKOJIbKO pa3 He yralblBaeM - MoMeyaem

¢

Start

)

I

Reading flow data’s
packet

Fourth layer

Decode third and

|

Matching signature
and data packet
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port number
information

Extraction IP and

Analysis of the data
packet

Signature

(C code
module)

(

Mark the flow of the
data as unclassified

packet is
found

Mark the flow of
data to the
appropriate protocol
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HYTOo nony4vyaeM Ha
BbiXxooe?

Streaming Spotify Audio
Application tag Layer 7 application Application attributes
MPEG
Transferred content

Web HTTP Laver 7 Frotoeds

TCcP 051 Maodel
Layer 4 protocol

IP
Layer 3 protocol
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Ha 4yeM MOXXHO
peann3oBaTb?

BecnnaTHble KomMMep4yecku
e 0

KoMMep4yecko
e )xeneso

¢ nDPI & P&S Pace2 & Mellanox
Qosmos
& L7Filter ~ & Napatech
& Allot
@® Suricata

& VAS Experts
& MicroOLAP
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YTOo nenaTthb C
3alUNPPOBAHHBLIM
Tpadukom?

?CTpauaTb_j

..................................................... e

HO ecTb HEMHOIro BapnaHTOB:

@ SNI nna Beb-canToB

® N

@® AHanus sHTponuu

Encrypted traffi
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OrpaHn4yeHunsa B
KOHTEeKCTe Security-

QAQ%@QM@m MakKeToB ceccun. A oCTasibHble?

.2 Way Auth Bce eule 60nb
.LIeM 6osblLUEe 3BPUCTUKN, TEM BbILLE BEPOATHOCTb FP

MHOro aHasiM3a - MHOFO PecypcoB - HU3Kas
NPOU3BOANTESIbHOCTb

. MitM gopor no pecypcam

. GoodByeDPI n npo4yune cpencrtea obxonaa

DPI B NGFW He cnaceT oT ueJsieHanpaBJZiIieHHOro obxopna.
Hy>XeH 31esfIoHuMpPOoBaHHbIA NOAXO0A,
(NTA, KOHTPOJIb SHANOUHTOB, OOLLLAA aHaNNTUKA)




+7 (495) 982-30-20
info@securitycode.ru

115230, Poccusa, MockBa,
1-1n HaraTuHCKUiM npoesa, A.
10, cTp. 1.
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