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PaHee pabotan B BI.ZONE, Group-IB

13 net B cpepax Digital Forensics, Incident Response,
Malware Analysis, Threat Intelligence

3aHumancsa obpatHoun paspaboTkon opmatoB NTFS,
FAT12/16/32, exFAT, peectpa Windows, TEHEBbIX KOMUA

Cosgato yTunuTbl 1 6UbnnoTeku:

yarp (napcep dgannos peectpa Windows),

dfir_ntfs (napcep TomoB NTFS, FAT12/16/32
exFAT, a Takke TEHEBbIX KOMNUN),

winmem_decompress (pacnakoBLUUK CXaTbIX
CTpaHUL U3 gamrnoB NamsiTn),

N MHOTO€e ApYroe...

Ly n Haxoxy yAa3sBMMOCTU B napcepax oansioBbixX
CUCTEM W 3arpy3dmnkax
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[1p0 Kakne ytunutbl peyb? SRy
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AreHTbl angd MOHUTOPUNHIA KOHEYHbLIX TOYEK

CoopLmkn apTedakToB C KOHEYHbIX TOYEK
[Mapcepbl apTedakToB

loC-ckaHepbl

A ewe: OMONMOTEKN OAnga BCEro aToro
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[1Ba onacHbIX Tuna ownbok A

[lporpamma gaet «oXngaemole, [lporpamma npuBoauT
HO OLUNDOOYHLIE pe3ynbTaThl K OTKasaM Ha LiefieBOM XOCTe




KEWC

OT1Kas
Ha LerneBoM XOCTe

CIOADAS
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libyara

@ Bcem u3BecTHas bubnmoTeka
ona nogaepkkn YARA

v |/|CI'IOJ'Ib3yeTCS:I MHOIM'MMN KOMIMaHNAMU
B COOCTBEHHbIX NPOAYKTax

@ ToppepxuBaeTr ckaHMposaHue
bydepos, pannos 1 NPoLIECCOB

URL:


https://github.com/VirusTotal/yara

SOC

UTOo 1 Kak xotenun caenaTtb? FORUM

Hy>XHO npocKkaHnpoBaTb NaMATb NPOLIECCOB Ha LIESIEBOM XOCTE
LleneBaga OC: Linux
MmeeTtcs npoctoe YARA-npaBuno, Ha 6ase CTpok

CKkaHMpoBaHue peanu3oBaHo NyTeM Bbl30Ba YTUMNUTLI yara B CKPUMTE:
ps + grep + xargs + yara
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YXanoba knueHTa

C ymunumou yara ecmsb crioxHocmu. lpu npoeepke Hanu4usi
cuc2Hamypbl 8 3anyuw,eHHOM ripoyecce rnocriecHuUl
pecmapmumcs (npoeepsisi Ha cepauce kafka). B OokymeHmauyuu
U UHMepHeme makoe rnosedeHue He oriucaHo U HUKakux
dornosiHUMersibHbIX Krodeu O 3arycka s He Haulerl.

[loka He Mmo_ay 3artycmumb ckpurim Ha ecex BM — amo ypesamo
momaJsibHbIMU rocsieocmeusamu



MN3yyaem: dmesg

[9323793.
[9323793.
[9323793.
[9323793.

[.]

[9323793.
[9323793.

923902] [ 75037]
923904] [ 75038]
923905] [ 75039]
923906] [ 34891]

923919] [ 41554]
923921] oom-

@ 75037
0 75038
@ 75039
89 34891

0 41554
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1226180
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25680
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40716
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1753088
876544
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92245
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© java
@ java
@ java
@ pickup

@ yara

kill:constraint=CONSTRAINT NONE,nodemask=(null),cpuset=/,mems_allowed=0,global oom,task memcg=/
system.slice/zookeeper.service,task=java,pid=75037,uid=0
[9323793.923957] Out of memory: Killed process 75037 (java) total-vm:3235708kB, anon-rss:1621392kB,

file-rss:0kB, shmem-rss:0kB, UID:0 pgtables:4232kB oom score adj:0

[9323793.985446] oom_reaper: reaped process 75037 (java), now anon-rss:0kB, file-rss:0kB, shmem-rss:0kB
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M3yyaem: strace onga java

strace: Process 67185 attached
futex(@x7felcec289d9, FUTEX WAIT, 67268, NULL) = ?
+++ killed by SIGKILL +++
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M3yyaem: strace aonqa yara

pread64(4, " \0\0\210\341\177\0\0\0\0\0\0\0\0\0\0\0\20\2\0\0\0\0\0\0\20\2\0\0\0\0\0"..., 135168,
140606626070528) = 135168

[...]

pread64(4, "\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0\0"..., 66973696,
140606626205696) = 30527488

[...]

pread64(4, 0x7f752ab26010, 135168, 140606693179392) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 66973696, 140606693314560) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 286720, 140606760288256) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 66822144, 140606760574976) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 135168, 140606827397120) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 66973696, 140606827532288) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 135168, 140606894505984) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 66973696, 140606894641152) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 16384, 140606968012800) = -1 EIO (Input/output error)
pread64(4, 0x7f752ab26010, 1036288, 140606968029184) = -1 EIO (Input/output error)



M3ydyaem: kapTa namMaTtu gng java

71f00701de000-7100702db000O
7100702db000-7100702d1000
7f00702df000-7100703dCc000
7f00703dc000-7100703e0000
7f00703e0000-7100704dd000
7f00704dd000-7100704e1000
7f00704e1000-7100705de000
7f00705de000-7100705e2000
7f00705e2000-7100706d1000
71f00706d1000-7100706€3000
71f00706e3000-7100707e0000
71f00707e0000-7100707e4000
7f00707e4000-7100708e1000
U Tak panee!

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00
00
00
00
00
00
00
00
00
00
00
00
00

O OO OOPOOPOO0OOOOOGOGOO O
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BbiBOAbI EO5yM
1 LUeneon npouecc (java) noTpebnsaeTr MHOro namsaTu

2 3HauyuTenbHasa YacTb NaMATU LeNeBoro npouecca HaxoauTca B swap

3 UTeHme namaATU LENEeBOro npouecca Co CTOPOHbI YTUNUTLI yara
NpPMBOAUT K NepeMeLLEHNIO CTpaHuL n3 swap B O3Y

B libyara ectb onTummnsauuns ons YteHnsa otobpakeHHbIX B NaMsTb ddannos, HO
HE aHOHUMHbIX CTpaHUL,...

4 OTO yBenuumBaeT notpebneHne onepaTtMBHOM NaMSATU LEeNeBbIM
NpoLEeCccoMm

5 W npmnxognut OOM Killer!
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CoobLeHne ob owmnodke

msubhanov commented on Dec 17, 2021 = edited -

Hello.,
YARA version: 4.1.3.

In one environment (GNU/Linux), attempts to scan several processes result in the KILL signal being sent to these processes (not to
the yara process) by the OOM killer.

Further investigation demonstrated that each process has a large amount of anonymous mappings, most of them have their pages
swapped. Reading such memaory brings swapped pages into the resident set, and the OOM killer is triggered (against the process

being scanned).

| see some tweaks merged into the main branch { g85b2ed and @8s3chtb ), but they won't protect against this situation (because

mappings are anonymaous, there are many of them, and there are multiple processes sharing the same properties).

My proposal is to implement a command-line argument to disable scanning of swapped pages. Later, this functionality could be
extended and swapped pages could be read directly from a swap file {thus, memaory pressure would affect the scanning process

anly).

I'm attaching a patch for your review (2021-12-18 08:00 UTC: fixed a wrong type, uploaded again).
yara patch ignore swapped pages.txt

(I will make a pull request once the proposal is accepted.)



=
ITO e paboTatoLas cmctema,
NaHHbIE MOIYT MEHATLCS

CIOADAS
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Velociraptor

® WsBecTHasa ytunuTa ons cbopa
TENeMETPUN N aptTedaKkToB
C KOHEYHbIX TOYeEK

@ MoxeT paboTaTtb B pexume «BbICTPO
cobpaTb apTedaKkTbl U BbINTU»

@ Wmeet nogaepxky NTFS (ans yteHus
3abrokmMpoBaHHbIX dpannos)

URL:


https://github.com/Velocidex/velociraptor
https://github.com/Velocidex/velociraptor

HabnoaoeHne

[Mpn cbope apTedakToB
CITULLKOM 4acTo
noBpexaatTcs Konmu
dannos: om $MFT do
Kycmoeg peecmpa

KOMus KycTa peecTtpa
Amcache nmeeT oTCyTCTBYKOLLME
B ee cepeauHe gaHHble,

a nMmeroLneca B cepegmHe
OaHHble pacrosioXeHbl No
HenpaBUnbHbIM («COBUHYTLIMY)
CMELLEHNAM
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Opyrne ytunuTsl
(Hanpumep, KAPE) k
TakoMy He NpuBOAAT —
npobrnema To4HO He B OC!



OTtnagka FORUM

2023

YcnelwHoe BocnponssegeHue
OLIMBKM noa oTnagvYnkom — Koraa
KONMMpoBaHMe OaHHbIX
NPOUCXOAUT OYEHb MEANEHHO
[MpnunHa? A He 3Han! (lloka
pa3pabomyuk He rnosicHuUII.)

CIOADAS




CoobOLeHune
00 owmnbke

msuhanov commented on Oct 11, 2022

Hellao.
When collecting data in real-world environments using Velociraptor, | observed the following corruption scenarios.
1. Version: 0.6.5

One case: the SMFT file is empty (0 bytes). Other files are collected properly.

Another case: the SMFT file does not start with expected data (many file record segments located in the beginning of the source
SMPFT file are not present in its copy — the first kibibytes of the file are absent).

Two more cases: the Amcache hive has missing hive bins and existing (successfully copied) hive bins become misaligned
somewhere in the middle of the copied file.

The .idx file for one case with the Amcache hive is:

{"file_offset":@,"original_offset":8,"file_length”:131872,"length”:131872} L[;]
{"file_offset":131872,"original_offset":131872,"file_length":163848, "length":163848}

{"file_offset":220376, "original_offset":204912,"file_length":229376,"length":229376}
{"file_offset™:458752,"original_offset":524288,"file_length":262144,"length":262144}

{"file_offset™:7208%6, "original_offset":786432,"file_length":262144,"length":262144}

{"file_offset":983048, "original_offset”:1848576,"file_length":131872,"length”:131872}
{"file_offset”:1114112,"original_offset”:1179648,"file_length”:8,"length”:131872}

As you can see, file offset is not equal to original offset after the first two runs.
(Another .idx file has similar misaligned runs.)

2. Version: 0.6.6

| 'was able to reproduce this (or a very similar) bug using the debugger while slowing down the execution flow of the Velociraptor
binary. In particular, the following condition is occasionally met (before the corresponding data run is fully read):

velociraptor/utils/copy.go

Line 70 in 999bs2d
78 ifn==@{
In the previous version {0.6.5), the maybeCollectSparseFile routine [ reporting/container.go ) does not add padding bytes for

partial reads, thus creating misaligned data. In the current version (0.6.6), there is no misaligned data, but there are null bytes
instzad of real data, because of the padding:



[lepBUYHbIN OTBET pa3paboTymka Ry

%l

scudette commented on Oct 12, 2022 Contributor

This is expected as sparse files mean that there is a gap in the file. Velociraptor does not pad the gap instead it copies the runs
that contain data and create an idx file that tells it which runs are present. The file offset refers to the offzet in the collected file
while the criginal offset refers to the offset in the oniginal file. If they are not equal this 1s because there 15 a sparse run in the
original that was skipped. NTF5 has many such sparse runs all the time so this happens in many cases. Examples | have seen
Include mft and registry files and occasionally evix files.

In previous versions downloading the file from the uploads tab in the GUI will pad out the gaps while the export zip file will
include the idx file.

In the next version users have a choice to also pad out files in the export download zip.

scudette commented on Oct 12, 2022 Contributor

It looks like a read from the underlying NTFS parser is returning less data than we expect - so we pad it to maintain alignment. This
might be an ntfs parser bug or just a side effect of the system changing while the acquisition is taking place (for example in the
ntuser.dat file the MFT might have the runs changed between the time we parse the mft and try to copy the file out).

Are you saying that repeated acquisitions sometimes work better?
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bubnuoteka NTFS, BcTtpoeHHas B Velociraptor, nogaepxnsaet
nepuognyeckoe «0bHOBNEHNE» AeCKpMnTopa, NCMOSb3yeMOro
Ons YTeHusa ¢ gucka

[leckpnnTtop 3aKkpblBaeTCA U TYT Xe OTKPbIBAETCA eLle pas.
Kaxxpgble 60 cekyHp!

[MonbITKa YTEHUS U3 3aKPbITOrO AECKPUNTOpa BO3BpaLLLaeT OLUNMOKY

OTO NPUBOAUT K HEMNOSTHOM 3anncu B Lenesoun doanr
B cTtapbix Bepcusax aTo NpnUBOAUT K «CABUTY» CMeLLleHnn B LenesomMm dpaune!
B ©onee HOBbIX — «CABUra» HET, HO «3a30pbl» 3aMONHATCA HYNeBbIMY DanTamu. ..
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boHYyC E955M

Ecnu BeHOop 3asBnseT, 4To npu akcnopte danna SMFT
c paboTatowen cuctemsl (nog ynpaeneHnem cospemeHHomn sepcum OC Windows) B ero konum
MOryT OKa3aTbCH OLLUNOKN, TO BEHOOP He OCO3HaeT, YTO 3TO owWmnbKa B ero codre



KENC

Bo Bce mMecTa MOXHO
nobpaTtbCcs PEKYPCUBHO

CIOADAS
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® IoC-ckaHep c nogaepxkon YARA

@ Panee (oo 04.2023) noctaensancs
TONbKO B 32-OMTHOM BapuaHTe

® Koe-kTo pekomeHayeT 3Ty YTUMUTY
KNWeHTaM OS5 CKaHUPOBaHWS

NHPaCTPYKTYpbI

URL:

SOC
FORUM
2023


https://github.com/Neo23x0/Loki

SOC
YTo xoTtenun coenatb?
[TopekomMmeHOoBaTb KNUEHTY Ho Begb ee Hy>XHO NpoBEPUTH
Ty YTUNNTY (C HALLIMMW nepen ncnosib3oBaHneMm!

YARA-npasunamu)



32-buTtHas nporpamma B 64-6utHOM OC EORUM

2023

UTto xpaHutca B aupektopumn « C:\Windows\System32\»?

Tam xpaHutcsa cogepxumoe n3 « C:\Windows\SysWOWE4\»!

OpurnHanbHoe cogepxumoe — B « C:\Windows\Sysnative»...

Ho aton gupektopumn HeT B nuctuHre « C:\Windows\»! PekypcuBHbIM 06Xx040M A0 Hee He fobpaTtbes!

Original Path Redirected Path for 32-bit xB86 Processes
Sowindir®e) System32 Sowindirde\SysWOWe4
Sowindir®e\lastgoodisystem32 Yowindir¥e\lastgood), SysWOWB4

Sowindir¥e\regedit.exe Sowindir®e\SysWOWaed\regedit.exe

32-bit applications can access the native system directory by substituting %windir®\Sysnative for %windirde\System32.
WOWE64 recognizes Sysnative as a special alias used to indicate that the file system should not redirect the access. This
mechanism is flexible and easy to use, therefore, it is the recommended mechanism to bypass file system redirection.

Note that 64-bit applications cannot use the Sysnative alias as it is a virtual directory not a real one.
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CoobLeHne ob owmnbdbke

The tool doesn't scan the Sysnative folder #206

@Clnﬂd msuhanov opened this issue on Dec 15, 2021 - 2 comments

msuhanov commented on Dec 15, 2021 = edited -

Hello,

| have created a path-based rule for two files, one placed in the C\Windows, folder and another one placed in the
CAWindows\5ystem32Y, folder (both match the same rule used for this test). Since the tool is running under the Wowb4 subsystem,
the real System3Z2 folder is called Sysnative (CA\Windows\5ysnative'). And the tool doesn't inspect that folder during the scan.

The problem is that the Sysnative folder isn't visible when enumerating the Windows folder, s0 one needs to explicitly try that

name.

Here is related output (the tool is running with administrator privileges):



OTBeT pa3paboTymka

@ Neo23x0 commented on Dec 15, 2021 via emaill (4

Please simply use THOR Lite

https://www.nextron-systems.com/thor-lite/

@ @I Neo23x0 closed this as completed on Jun 21, 2022

@ Meo23x0 commented on Jun 21, 2022

The lokl.exe provided in the release package i1s only a 32bit executable. It won't see certain folders.
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FORUM
2023

Ohwner was

Owner e

As said in the comment, better use THOR Lite instead. | won't work on my build process and won't provide a lokibd.exe anytime

soon. It's not worth it when there's already an improved scanner based on a completely different code base.



KENC

HoBbI cnocob XpaHeHus
OAHHbIX UCKITIOYaeT CTapbiv

CIOADAS
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Amcache

KycT peecTpa, xpaHawmm HekoTopkle gaHHble Tenemetpun OC Windows

B HEM MOXXHO HanTK 3anncu o6 NcnosHseMbIX dpannax
B T. 4. 0 paHee 3anyLweHHbIX UCMOoSHAEMbIX dhannax!

N nyTn K ucnonHsiemeim cpannam, 1 SHA1-xewm ot nepsbix 31.457.280 6aunt
Ka)kgoro 3apmkcmpoBaHHOIo ucnonHaemoro dgpavna...

[1Ba cnocoba XxpaHeHUsa gaHHbIX — CTapbl U HOBLIN (pa3nuyaeTcsd
OepeBo Knoven n aHadeHun)!
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[1Ba cnocoba xpaHeHust gaHHbIX

Key path: Root\InventoryApplicationFile\
0000009a12c85d3391d41ce56094d48b56489199d853

Last written timestamp (UTC): 2016-11-13 23:56:52.851288
Access bits: 2

Owner SID: S-1-5-18

Value name: Programld

Value type: REG_SZ

Data size: 90

Data (decoded):
000050cTd8cab7cf7180687da7e541d77ed500000000

Value name: FileId

Value type: REG_SZ

Data size: 90

Data (decoded):
00008b8db3434cac650ba795ff9aa8f89a24e4b83410

Value name: LowerCaselongPath

Value type: REG_SZ

Data size: 122

Data (decoded):

c:\program files (x86)\adobe\reader 11.0\reader\acrord32.exe

[.]

Value name: Size
Value type: REG_SZ
Data size: 18

Data (decoded):
0x147e88

Key path: Root\File\a2c3a639-3770-11e3-9713-
806e616e6963\300001a337

Last written timestamp (UTC): 2016-11-12 02:08:22.131144
Access bits: 2

Owner SID: S-1-5-18

Value name: 17

Value type: REG_QWORD
Data size: 8

Data (decoded):
131220344719980488

Value name: 15

Value type: REG_SZ

Data size: 100

Data (decoded):

c:\program files\DAUM\potplayer\PotPlayerMini.exe

[.]

Value name: 101

Value type: REG_SZ

Data size: 90

Data (decoded):
00008976ca7fa6b29f51a9b7a81b3488222a3e66cd52

Value name: 100

Value type: REG_SZ

Data size: 90

Data (decoded):
0000ebb563493e2c2ffe6278417fd2f711b20000f
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AmcacheParser

& MonynapHbIN napcep
onsa Kycta peectpa Amcache

® TMoppepxuBaeT oba cnocoba
XpaHeHUs gaHHbIX. BbibupaeT
OAVH U3 ABYX CAMOCTOATENBHO,
npn obpaboTke KycTa

URL:


http://ericzimmerman.github.io/

SOC

Ownoka

Oba cnocoba MoryT ncnosb3oBaTbCs
OHOBPEMEHHO — B OAHOM KYyCTe
peectpa Amcache! PG 1 B

nponyctutb Mimikatz

n3-3a 9TOr0?
B ooHoM KycTe peectpa Amcache

OaHHbIE TENEMETPUN MOTYT
XPaHUTBLCS TONbKO OAHMM Cnocobom



AmcacheParser ignores "old format™ entries if "new format™ entries are found =203

msuhanow opensd t S - 1 comment

Here is the output of your toaol:

AmcacheParser version 1.5.1.8

Author: Eric Zimmerman (saericzimmermang@gmail.com)
https://github. com/ EricZimmerman/AmcacheParser

Command lime: -f Amcache.hwe --csv
Warning: Administrator privileges not found!

frror parsing ProgramsEnmtry at {11517B7C-E790-4e28-9616- 7SAB11715AD0} \Root Inventor

C:\UsersyMy\Desktophamcache\amcache.hve is in new format!
Total file entries found: 486

Total dewice containers found: 141

Total device PnPs found: 185

Total drive bimaries found: 284

Total driver packages found: 16

Found 1B unassociated file entry

Results sawved To:

Total parsing time: 1,323 seconds

CoobLweHne ob owmnodke

=
Here is a key that isn't parsed by your tocl:

Key path: Root\File\dd3ile2lc-4f8f-1led-9f40-886eafoead963)\ 10080845130
Last written timestamp (UTC): 2028-87-29 16:59:41.147582

Access bits: @

Cwner 5L0: 5%-1-5-32-544

Value name: 15

Value type: REG 52

Data size: 112

Data (decoded):

crhprogram files (xB6)\opera‘\b9.8.3686.7 M Installer.exe™@

("A@T marks the null byte.)
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50, the Amcache hive contains entries having bath the new and cld formats. Those using the old format aren't parsed (e, the

path quoted abowve is missing in the CSV files).

Unfortunately, | can't share the hive file,



ObobLeHne

CIOADAS



O0bobLeHune

CneunanucT CKINOHeH Yyepecyyp
O0BEPSATb pesdyrnbratam pabdoThl
nporpamMmbl, €Crii OHM COOTBETCTBYIOT
ero oXxuaaHusm

Nnu ecnun Habnoaaemble aHoManum MoryT
ObITb 0OBLACHEHbLI YEM-TO OXMaaembim!

Owwunbkm moryt octaBaTbCH
He3aMe4YeHHbIMU rogamu
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YacTb olumbok o4eBuaHa, ecrnu
COMNOCTaBWUTb peanusaumio (CBOK)
N OKYMeHTaUMIo (YyXyo)

Ho gokymMmeHTauua K nporpaMmMHbIM

nHtepdencam OC yxe gaBHO 3a rpaHblo
0603prmocTH

HeBo3MOXXHO NnpeoaoneTs NOCNeacTBus
OLLIMOOK 3a CYET NOBTOPHOM 06paboTKK
TeX e AaHHbIX NPOrpamMmMon «nonyyiue»

KTo ato 6ygeT genatb 1 korga?
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TecT-Kencol

CyLEeCTBYIOT TECT-KENCHI AN CNOXHbIX crly4aeB 0b6paboTku
NTFS n dpannos peectpa Windows

https://github.com/msuhanov/ntfs-samples
https://github.com/msuhanov/regf-samples
https://github.com/msuhanov/yarp/tree/master/hives_for_tests
https://github.com/msuhanov/dfir ntfs/tree/master/test data

HO OHUM He NOKpbLIBAKT «BbICOKOYPOBHEBLIE CUTYaLIUN
A oHM He oxBaTbIiBalOT paboTy YTUNUTLI B «pearisHON MHPPaCTPYKType»


https://github.com/msuhanov/ntfs-samples
https://github.com/msuhanov/regf-samples
https://github.com/msuhanov/regf-samples
https://github.com/msuhanov/regf-samples
https://github.com/msuhanov/yarp/tree/master/hives_for_tests
https://github.com/msuhanov/yarp/tree/master/hives_for_tests
https://github.com/msuhanov/dfir_ntfs/tree/master/test_data

Ho...

OOHu N Te e owndkm
NUMEKT CBOUCTBO
NOBTOPATLCA B pa3HbIX
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Mo)XHO oxBaTuUTb TECT- N co3gaTb YeKk-nnucT
Kemcamum nMmeroLmecs anst X NPUMEHEHNS
bar-penopTtbl Ang «Ha cBoem [10O»

oTkpbITOro NO
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© Ecnu Mbl ckaHMpyeM codepXmMmMoe AnUcKa peKkypCuBHO,
TO aKTyasieH N Ans Hac TecT-keuc ¢ Sysnative?

© Echvwmb CKaHUpyeM namaTb APYroro npoiecca, To 3alumiiaem nm
Mbl €ro CTpaHuLbl OT Bbixoda n3 swap? [1Jobpo noxanosaTb
B TECT-KeNC Ha 6ase BMpPTyaribHON MalUUHbI

© Ecnu mbl napcum Amcache, To noggepxmBaem nm Mbl oba cnocoba
XpaHEeHUs1 AaHHbIX, NPUMEHEHHbIX OAHOBPEMEHHO B OHOM KYCTE
peectpa? [Jobpo noxxanoBaTtb B TECT-KEUC Ha Ba3e NybnnYHbIX OaHHbIX

> Velociraptor?
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