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* OcHoBaTerb U TEXHNYECKUI OUPEKTOP
* OnbiT B B Gonee 10 net

* Cneuunanusauus 6es3onacHocTb KoHTelHepoB 1 Kubernetes

* [lporpammHbIn koMuTeT KOHpepeHuus DevOpsConf , HighLoad++
* bBbiBWWIA aBTOp cTaTen u pegaktop pybpuk B xxypHane “XAKEP”

¢ AsTop Telegram-kaHana “ ”

* AsTop Kypca “Cloud Native 6e3onacHocTb B Kubernetes”

* He BepwuT, YTO CUCTEMY MOXHO cAenaTb HagexXHou 1 6e3onacHomn, He NOHMMas ee

* [oknapuuk: BlackHat, HITB, ZeroNights, HackInParis, Confidence, SAS, OFFZONE, PHDays,
Kazhackstan, DevOpsConf, KuberConf, VK Kubernetes Conference, HighLoad++, DevOops , BEKOH n
Ap.
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Pesynbrat moero obueHnsa ¢ komaHgamm SOC Eggg.\ﬂ

Bce SOC He ntobaTt/HeEHaBUAAT OKPYKEHUS
C KOHTeHepamun, Kubernetes n npouen
HOBOMOAHOWN HEYECTLIO =)
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Bonpochi:

1. Yto Takoe StaticPod?

2. [loyemy nonesHo cnegutb 3a Pods 6e3
metadata.ownerReferences?

3. O 4yem roBopuUT obpalleHnEe K pecypcy
SelfSubjectAccessReview oT
ServiceAccount mukpocepsuca?
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MITRE ATT&CK Containers Matrix
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Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Impact
Escalation Access Movement

3 techniques

4 techniques

4 techniques

4 techniques

7 techniques

3 techniques

3 technigues

1 techniques

3 techniques

Exploit Public-
Facing
Application

External

Remote
Services

Valid
Accounts 2)

Container
Administration
Command

Deploy Container

Scheduled
Task/Job y)

External
Remote
Services

Implant
Internal Image

User Execution q)

Scheduled
Task/Job (1)

Valid
Accounts (3

Escape to Host

Exploitation for
Privilege
Escalation

Build Image on
Host

Deploy Container

Brute Force (3)

Steal Application
Access Token

Scheduled
Task/Job (1)

Impair Defenses (q) n

Valid
Accounts ()

Indicator Removal
on Host

Masquerading (y)

Use Alternate
Authentication
Material (1

Valid Accounts (g

Unsecured
Credentials (3

Last modified: 01 April 2022

Link
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Container and
Resource
Discovery

MNetwork
Service
Discovery

Permission
Groups
Discovery

Use Alternate
Authentication
Material (1)

Endpoint
Denial of
Service

Network
Denial of
Service

Resource
Hijacking


https://attack.mitre.org/matrices/enterprise/containers/

Threat matrix ana Kubernetes ot Microsoft

Initial Access

Using cloud
credentials

Compromised
image In registry

Kubeconfig file

Application
vulnerability

Exposed sensitive
interfaces

Execution

Exec into container

bash/cmd inside
container

New container

Application exploit
(RCE)

SSH server running
inside container

Sidecar injection

Persistence

Backdoor
container

Writable hostPath
mount

Kubernetes
CronJob

Malicious
admission
controller

Container service
account

Static pods

Privilege
Escalation

Privileged
container

Cluster-admin
binding

hostPath mount

Access cloud
resources

Defense Evasion

Clear container
logs

Delete K8S events

Pod / container
name similarity

Connect from
proxy server

Credential Access

List K8S secrets

Mount service principal

Container service
account

Application credentials
in configuration files

Access managed
identity credentials

Malicious admission
controller
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Discovery

Access
Kubernetes API
Server

Access Kubelet
API

Metwork mapping

Exposed sensitive
interfaces

Instance Metadata
API

Lateral Movement

Access cloud resources

Container service
account

Cluster internal
networking

Application credentials
in configuration files

Writable hostPath
mount

CoreDNS poisoning

ARP poisoning and IP
spoofing

Collection

Images from a
private registry

Collecting data
from pod
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DFIR (Digital Forensics and Incident Response)

- DFIR Live

- Container
* DFIR Offline

© Logs

© Dumps
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Improvement

Prevent future
episode

Resolution

Minimize Impact

Coordination
Reduce Risk

Incident Response Plan
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Incident Response

While incident response is primarily a human process, in this section we discuss how
Kuberenetes policy management impacts it. Kubernetes incident response should be aligned
with established DevSecOps operating principles with an emphasis on recognizing the
declarative state, ephemeral nature of workloads, and automated controls.

Kubernetes and cloud native technologies introduce new challenges for planning incident
response. The volume of telemetry data required to effectively identify and detect attacks is
larger due to the short lifespan of containers, and since the persistence of resources is not
guaranteed. Telemetry and audit logs need to be ingested and processed automatically instead
of manual review and enrichment so that automation workflows can manage and respond to
operational status changes in the infrastructure by extracting actionable events out of raw
telemetry data. Existing SIEM and SOAR platforms may not be up to the challenge, having
focused on manual human operations.

Increasing adoption of Chaos Engineering into Kubernetes incident response planning and
simulation helps surface new threats and design better monitors and telemetry ingestion flows.
ML-based telemetry analysis can help proactively identify anomaly scenarios and edge cases.

It is increasingly important to build automated remediation, using policy-as-code, and to curate
and train ML models so that these tools adapt as attackers evolve. Kubernetes policy reports
can provide additional data, with long term data collected and stored in the PAP.

“Kubernetes Policy Management”
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https://github.com/kubernetes/sig-security/blob/main/sig-security-docs/papers/policy/kubernetes-policy-management.md#incident-response
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[Tpobnema NeO: S9C M
OBHapyXnTb UHLUMAOEHT 2023
B KOHTENHEpPE

[Moaxoabl 6asupyomecs Ha npaBunax n curHaTypax
paboTaloT o4eHb NI0XO
[Mponcxogsdiwlee B KOHTEMHEPAX MEHAETCS OT
KOMMaHUM K KoMnaHum
YHukarnbHas formka Kaxgoro MmkpocepBuca
CIOXHO K YeMy-TO NpuBA3aTLCA

“Attackers Abusing Legitimate Cloud Monitoring Tools t
o Conduct Cyber Attacks”

Intezer, 2020

“‘Bypassing Falco: How to Compromise a Cluster witho
ut Trloolnq the SOC*

Shay Berkovich (BlackBerry), 2022



https://www.intezer.com/blog/cloud-security/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
https://www.intezer.com/blog/cloud-security/attackers-abusing-legitimate-cloud-monitoring-tools-to-conduct-cyber-attacks/
https://kccnceu2022.sched.com/event/ytl7/bypassing-falco-how-to-compromise-a-cluster-without-tripping-the-soc-shay-berkovich-blackberry
https://kccnceu2022.sched.com/event/ytl7/bypassing-falco-how-to-compromise-a-cluster-without-tripping-the-soc-shay-berkovich-blackberry

[Tpobnema Ne1: S9C M
TpagnunoHHbIE UHCTPYMEHTbLI 2923
He MOHUMAalOT KOHTENHEPBI

YCTOSABLUMIN CTEK PELLEHUN HE NOAXOANT

Heobxoanmo pasnunyaTb KOHTEMHEPHbIE NPOLIECChHI
OT XOCTOBbIX
Heobxoanmo rpynnupoBaTb akTUBHOCTb MO
KOHTEeMHepam
HeobxoanMmo noHumaTb, 4To 3a obpas
NCMNOSIb3YEeTCA B KOHTENHEPE B KOHKPETHLIA MOMEHT
BpEMEHMU
Heobxoanmo conocTtaBnATb KOHTEMHEPLI C
BbICOKOYPOBHEBbLIMU abCTpakUNAMN/CyLLIHOCTAMMN
Kubernetes (Pod, Deployment, DaemonSet, ...)
Heobxogmumo B Kubernetes opneHTnMpoBaTthbCcs B
Resources n Subresources

Hy>xxHO ncnonbsoBatb Cloud-native pelieHus




[Tpobnema Ne2: S9C M
Bbicokne TpeboBaHus 2023
K oBepxegam

[Mpuset HighLoad!
CunbHOe OTNn4YKne OT NosSib30BaTENbCKUX pabounx
CTaHuumn
Kak B npouecce cbopa, 06paboTkm nHdopmauuu,
TaK 1 Npu ee XpaHeHUu
CPU
HWnKTO He xo4eT 3amMeanisiTb CBOM MUKPOCEPBUCHI
HWKTO He xo4eT oTgaBaTb MHOMO NPOLECCOPHbIX
saep nog areHTbl HAa Nodes
Memory
AreHTbl reHepupytoT 60mnbLLION 06beM OaHHbIX




Container Lifespans

10 seconds 19%

1 minute
5 minutes %
10 minutes .
30 minutes :
1 hour E .
6 hours
1 day
1 week
2 weeks
> 2 weeks
0% 5% 10% 15% 20%

“Sysdig 2022 Cloud-Native Security and Usage Report”

[Mpobrnema Ne3: soc
[MHaMU4ecKoe oKpyxeHmne 2023

Manbin CpOK XXU3HU KOHTENHEPOB
Bornbloe Konm4yecTBo 0OHOBNEHUI
Self-healing
[Mepeesn koHTenHepoB ¢ Node Ha Node
[MosiBneHne HoBbIX Nodes 1 Konmn KOHTEMHEPOB
NPV aBTOCKENSINHTE

Cneabl 3N0yMbILLEHHNKA B KOHTENHEPE MOYUCTATCS cCaMi
cobowu!


https://sysdig.com/wp-content/uploads/2022-cloud-native-security-and-usage-report.pdf

. Node

10.0.1.0/24

. Node

10.0.2.0/24

Kubernetes
Networking
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- All Pods have IPs
- All Pods can talk
- PodCIDRIs| per node

]
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- Services for load-balancing

- DNS for service-discovery

- Network Policy for
segmentation

[Tpobnema Ne4: A
Cneuundunka ceTeBoro 2023
B3anmoaencteusa B k8s

IP agpec MeHsieTca/nepexoguT OT 3anycka K 3arnycky
KOHTEMHEPOB
Henb3a cTponTb Koppenaumio Ha OcHoBe TOSbKO IP
agpecos



Code

Container

Cluster

Cloud/Co-LofCorporate
Datacenter

[Tpobnema Ne5:
MHOXXeCTBO ypOBHeu
abcTpakuunn

Kubernetes ato PaaS n kaxxgbln HmxKenexxawium
ypoBeHb abcTparMpoBaH OT ApYroro

UeTkoe pasgeneHnue Ha Control plane u
workloads

OS
OS Log
Application
App log
Containers
Runtime
Memory n FS dump
Kubernetes cluster
Kubernetes Audit Log
Cloud/Datacenter
Log
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root
root
root
root

[penmyLiectso #1: KoHTenHepbl 3TO He rocket science ;) FORUM

2023

Knaccuyeckuin Container = Linux process + cgroup +

namespaces (pid, user, uts, ipc, net, mnt, ...) + pivot_root +

image
*  WV3onauus pod sandbox
(po.use container)
* QO6bpas

user namespace

MoxxHO paboTaTb Kak ¢ 0ObIYHBIMW NpOLeCcCaMm N HaCTbio

dbannoBon CUCTEMBI XOCTa

598309 ©.0 0.0 118128 6224 7 sl Nov20 0:87 \_ containerd-shim -namespace moby -workdir /var/lib/containerd/io.containerd.runtime.vl
598334 1.4 5.5 72363U0 1832196 pts/@ Ssl+ Nov20 39:39 \_ /docker-java-home/bin/java -Djava.util.logging.config.file=/opt/atlassian/conflue
599854 1.0 1.3 7007820 427956 pts/®@ S1+ Nov2® 28:11 | \_ /usr/1ib/jvm/java-8-openjdk-amd64/jre/bin/java -classpath /opt/atlassian/conf
701694 0.0 0.0 4288 764 ? Ss+ Nov2@ 0:00 \_ /bin/sh
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[TpenmyLlecTBo #2: NpocToTa MUKpOCEPBUCOB Eggg.\ﬂ

*  Muwukpocepsuc npowe OC 1 MOHONMUTOB
*  Hanu4yne HebonbLUOW, BblAENEHHON NOrMKN
*  Manoe konn4yecTBO NpoLECCOoB
* Yacrto stateless

28



[TpenmyLuectBo #3: PaboTta MMKPOCEPBNCOB B HECKOSILKO

Konun/pennmk

The Defender’'s Advantage at Scale

Attackers can't attack all targets at once, any
successful attack with side-effects will be an outlier
Side-effects aren’'t always obvious to attackers

The more replicas, the more anomalous outliers look
Applies to production servers and endpoint software
Anomaly detect all the things and find the outliers!

SOC
FORUM
2023
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https://theta44.org/presentations.html
https://theta44.org/presentations.html

[TpenmyulecTBo #4: Kubernetes aTto geknaparmuBHas cuctema

* Bce yto Kkacaetcss Kubernetes Resources naget yepes Kubernetes API server
* “Bce” ectb YAML
°  “Bce” MOXHO n3MeHaTb U BanmamposaTtb 4O MOMEHTa NPMMEHEHNS B KracTtepe
* “Bce” nonagaet B Kubernetes Audit Log
*  WckntoyeHne nHtepakTmBHble KOMaHabl, NpaAMble obpaweHnsa a kubelet API u runtime
*  Kubectl exec — yctaHoBneHHoe coeanHeHne no WebSocket
*  HyxeH Runtime areHT
* KomnaHun Bce vawe nayt k koHuenuuu Everything-as-Code k GitOps
* Infrastructure-as-Code
* Configuration-as-Code
* Policy-as-Code

* Security-as-Code

SOC
FORUM
2023
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3aknyeHume




Heobxoommo noHMMaTb
KOHTEUNHepPLI, Kubernetes n 10
OKpY>KeHne 3a KOTOpPOE Bbl
oTBeYyaeTe



Heobxoanmo pmnkcnpoBaTb
MHUMOEHTbI B KOHTENMHEpax
MaKCUMarbHO ObICTPO NMOKa OHU
eLle CYLLUECTBYIOT



Heobxoammo ncnosb3oBaTb
MMMYTabenbHOCTb, pacnpeaeneHHOCTb U
9(PEMEPHOCTb KOHTENHEPHbIX
MHPACTPYKTYP B CBOIO MOSb3y



INyywe/npolle/gewieBne He 4OBOAUTL
0O MHLUMOEHTOB B KOHTENHEpPAX, HO 3TO
apyrast uctopus ;)



Cnacubo 3a BHMMaHue!

71 1an1Trhu Omuntpuin EBOOKMMOB

Email:

Founder&CTO E

Twitter: @evdokimovds
o k8s (in)security
@Qu3b3c

Channel: @k8security
Site:
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