dopeHsnka B SOC.
OnbIT U Kencobl 2023 roaa
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Aptem CemarvH, J ET

BeOYLLMW aHanuTUK, rpynna KnbepkpuMmnHanmcTuKkm, T ————
[Certified specialist CHFI, FTK...etc] CSI RT W PEATMPOBAHMS

HA HHUWOEHTBI HB



[lnaH goknaga

Korga Tpebyetca getanbHoe
paccrnegoBaHue n aHanua
aptedakToB?

HMHdocucTeMbl HKeT

Pa3bop akTyanbHbIX
paccrenoBaHum
n GecnnaTtHbIX UHCTPYMEHTOB

YTo penaTtb-10?
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Forensics in SOC: Korga npumeHaTb

PearnposaHue
N paccnegoBsaHune

OueHunTb yuepb, ycTaHOBUTL
TOYKY MPOHNKHOBEHUS

[NoarotoBUTL
LUMdppoBble gokasaTenbcTea

HMHdocucTeMbl HKeT

SOC
FORUM
2023

BoccTtaHOBUTL AaHHbIE,
nocnegoBaTenbHOCTb AEUCTBUN

[Tony4nTb NnogpobHbIN Npodunb
aTakyloLLero



Forensics in SOC: YTto aHanu3upyem npu paccnegoBaHnm?

Base

Logs: Event logs,
audit, C3

HMHdocucTeMbl HKeT

Advanced

NMogw: AAMNHNCTPATOpPbI, NOJfib30BaTeslin, MEHEOXXEPbI

[Tpouecchl: HPopMaLMA O TEXHUYECKON peannsaunm
NpoLeccoB, a Takke nHdopmMmauns o busHec-npoueccax

Triage Collection (aptedakTtsl): MFT, Amcache, Prefetch n gp.

Oamnel: O3Y, ceTeBon Tpaduk

Ob6pasbl (hannosas cuctema, yaaneHHble AaHHbIE)

SOC
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CASES: yXX CKONnbKO

pa3 1Bepaniin MUPY...

' YA3BMMOCTW Ha NepUMeETpeE
' Misconfigs

& rhishing




ATakm Ha web S
2023

WordPress
m 1C-butpukc
® Joomla

Lenwu:

+ Kparka gaHHbIX

CMS.S3
NMonynspHble Opencart
CMS |
+ Pa3Befka, 3akpenneHue = Tilda
m Drupal
m \Wix

+ PenyTtauMoHHbIE NOTEPU

MHdpocucTembl xeTt



YTpo gobpbiMm He BbIBaET

YT1euku nupopmaumm

"URSOQUVL S UGSkl ¥ ‘Crppmn vk v ooty ru' "M22-12-27
1 _ALIEpskD, con” TR\ ATV AINGZIE "N "M TacHn - Sl nava_alfpskn . com' TaN7-12-29
| pliprhb . com' TSSO | ESEA " AvEY LN’ T TCIUIN — — o —— © min_ggpsk . con' ‘2021-03-11
“Ur=100) 5768 mahinel 'y *Feoprah p— eyes_peigskt.co' C2022-12-11
i_ta® TR “Weopn” L wsvaloy_lagpsid, con’ C20N0-11-04
ib.com® "Redvunlud 10 EIMA0er Y "Mt e LU *3022-02-13
Bpsit, con' *IRISIHG LA MGOF 1Y "o v~ e ChekEpskD . con” 290222
i_rrdioskl , con” " QuAnDRAEY " RYELXOE" Y “Harana’ - - L S0vA_NNBESED . com' ML
jo_evlipekh, con” MO I DA 2 oy Y Mt g = w0 henks envipsati,com’ 2RI 18- 22
v _yadpskb . com” TN SaPI T CINPUSH Y "t e T nchevs_yagpiskh . com’ T N22-87-11
'l:o.-mm'-n:wi'v- g o W @pskb.com’ ‘W22-12-19
ipskb. com* “ QR3O VI e Y ‘ApTem* - —_aifpskb.con’ “a0ne-a5-12
b 'u-ns)zstq'wpnw'w "Aparwo A mho_asBpskb. con' faenaen
" uyL RAY T2 Ay o w——telp.co’ *2008-05- 22
TN TTDF 26 b u N *TecTop’ o wrEpskb, com” 022-19-13
hes* R AdCH tgngtyy Y o e opressEpsk.con’ 021 93-04
o_ey' TR0 A N VLTTIL'N “Erawn’ T = wtenky_syfipsit, con’ 20214

fajax_step) => send

[latintone] =» ALEKSANDR s s

[lasthiame] = Sl

[firstNose) => Anexcanzp

[secondiore] =» M0 Wlee

{birthOate] => W 07.1971

{birthCityClient] »> rop. Newwnrpan

[ecbilePhone] =5 +7(013) 912 = %

{omail] > s cmanitinkoopro. ru

[pesspartld] => 4010 N =mm

{passportDivisionCode] => 780t

[passpartDate] => 21.87.2016

[passportlssued] => TN ¥130 OTAEAA YOMC POCCOM NO CAHKT-NETEPEYPTY M NEHHIPAACKOA ORN. B LEHTPANKHON PoHE CARKT-NETEPSYPT,
(oddress] «> Mewmnrpazcxss ofn, Kmpoockud p-m, © OTpagwoe, 16-5 NAnMA, & =

[eddress_arr] »> {“pontal_code”: 1873317, “country™: "Pocenn”, “cowntry_iso_code™:“AU", "Ffederal_district”:"Cennpo-Sannamé,*
{addrass_1] = obs, PR 16-R NUKME, &

{oddress_1_arr] => {“postal_code®:*187331", “country™: "Poccun”, “country_iso_code”: *AU", “feders]l_district":"Cesepo-Sanaasesd”
{cardTarif] => TN Bocrewan + LW

{caraType] «> UnionFay

[isGamerste] = 1

{city_i1d] ~ 18

{office_id] =» 7534

{g-recaptcha-reiponse)] => B3ALAdmEZPIOynY | djzv ykaPoL_15Q3G00Rxr48YITLVAT IGWYI6IAAMIVS aVBATS Lef gGLa)

B cB0o60AHbIN AOCTYN Bbi/ BEINOXEH YacTUYHbIA SQL-gamn 13
CMS «Bitrix» NpeANONOXUTENLHO CaliTa KpynHoro 6aHka

Mudocucrtemol OxeT
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CASE #1: Ataku Ha web (Bitrix) SOC

FORUM
2023

HenybnuyHasa ataka

+ Cantbl cTanu + «CTpaHHbIe»
«TOPMO3UTb»

3anpockl B norax

Yto BUOUT
XepTBa aTakun?

XKanobbl OT KNMeHToB + Hy>XHO npuBneyeHue
N NapTHEpOB cneyuanncTos
No paccnegoBaHuUto
NHUMOEHTOB

Server Error

500 - Internal server error.

There is a problem with the resource you are looking for, and
it cannot be displayed.

Mudocucrtemol OxeT



CASE #1: Ataku Ha web (Bitrix) EORUM

2023
L‘ITO BUOUT CmoTtpum access-norn: OBHapyXeHbl «CTpaHHbIe» 3anpochl
P . K «xXX.php» ->
aHaTNTUK - $e=gzinflate(base64 decode('7blre+K4sjD6uftXuD1ZY5gQgoFcC

CHdhNxI535POr0yxhhwMJjBJiTdk/e3n6qS5Bs21T2zz7uf5xzZWmo
30cCqgSuNwUBhofOp2nNcZP97...->web shell

+ U3yyaem 3anpocobl + Ctpoum Timeline-atakm + Uwem nHcpopmauutio Tl,
C nogo3pwuTeribHbIX IP CKaHUpyeMm gpyruve pecypchbl
[lony4yaem:
YcTtaHoBneHbl IP-agpeca ATakoBaHbl HECKOJbKO + YA3BUMbIN MOAYNb
3M0YMbILLNEHHNKOB ‘ pecypcoB html_editor

Mudocucrtemol OxeT



CASE #1: Atakn Ha web (Bitrix)

YTo BUAUT aHaNMUTUK? + CwmoTpum B-noru
oTHocuTenbHO Timeline
[Tony4aem:
Cnucok CKOMMPOMETUPOBAHHbLIX OAaHHbLIX
[aTa n Bpems Boirpy>xeHo 6anT 3anpoc k b[]
30.MM.2023 12:25:24 | 2707003183 SELECT * FROM "api_reception_list’
30.MM.2023 12:34:10 | 2907005343 SELECT * FROM "api_users’
30.MM.2023 12:34:25 | 8370443123 SELECT * FROM "b_sales’
30.MM.2023 12:34:39 | 1250293603 SELECT * FROM ¥tk
30.MM.2023 12:35:39 | 3412597688 SELECT * FROM **kkiak:

Mudocucrtemol xer




CASE #1: Ataku Ha web (Bitrix) EORUM

2023
Pe3ynbTatbl 1 OTYET
+ Yhanerve web shell, nposepka O6HOBrEeHNe/3akpbITheE
EJ-IOK APYrnx 3aknagok YA3BUMOIO MOAYIA
pearmpoBaHun4d + PekomeHaaLmm no HeonyLLEeHUIo
- - NOBTOPHbIX NTHUNOEHTOB

‘ [1lpoBeneHo paccriegosaHue, ATpunbyuus
YCTaHOBMNEHbI NPUYUNHbBI 3M0YMbILLNEHHMNKOB

NHUMOEeHTa 1 ero xon

bIrioK OTBETOB
Ha NOCTaBJ1IEHHbIE
BOMNPOCHI + YcTaHoBneH o6bem

CKOMMPOMETUPOBAHHbIX
aaHHbIX (~10 I'b)

Mudocucrtemol OxeT



CASE #1: Ataku Ha web (Bitrix) PORUM

2023
Y10 ncnonb3yem
A5 npoBegeHnd paccneuoaaHMM?
+ SIEM/LogManagment + CkaHepsbl (Bitrix, Thor, Loki u ap.),
(>kypHanbl Beb-cepBepa, XypHarbl Decoder CyberChef
B, cpok xpaHeHnst oT 12 mec.)
Triage collection (UAC, Unix LLITaTHbIe yTUANTBI
llector, Velocirapt rep, find, sort u Ap. P
‘ collector, Velociraptor) (grep P-) !E“.;“ i E-!
ot e

Mudocucrtemol OxeT



CASE #1: Atakn Ha web (Bitrix)

UTO Mcnonb3yemM Anga npoBeaeHuUa paccrnegqoBaHnm

Hdopmauma oT BeHOopa

GIC'SMTPHKcm MpoaykTsl Pewenns Cxavars,

be3onacHOCTbL BaLlero cauta n 3alllmTa
OT XaKepCcKUX aTak. UTo Bbl 06513aHbI

3HaTb?

09 moHna 2023

Balu caiiT MOXeT HaxoAWTbCsA B 30HE p1cka NPsiMo ceiiyac. HeBaxHo, kTo pa3paboT4imk MO Ballero se6-
NpoeKTa — POCCHIACKMIA MK 3apybexHblil BeHaop. MonyaapHbIid WA ManonsBecTHbIN 6peHa. CUCTEeMHBbIIR

Mudocucrtemol OxeT

we NMomouls Meponpustus O rom

AN CAMOMUCHBIIA koa. AnA XaKEPOB 3TO HE MMEET 3Ha4YeHWA.

[&] 5= [m]
My6nvkauum fﬁi%‘?—“*f; 7
N cTaTby ST
E“&%&%

BDU:2023-07457 CVE-2023-1714
BDU:2023-07458 CVE-2023-1720
BDU:2023-07459 CVE-2023-1/719
BDU:2023-07460 CVE-2023-1/18
BDU:2023-07461 CVE-2023-1717
BDU:2023-07462 CVE-2023-1/16
BDU:2023-07463 CVE-2023-1715
BDU:2023-07464 CVE-2023-1713
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CASE #2: Ransomware EgggM

Llenu:

LLindppoBaHne nHppacTpykTypbl T
C Lenbo NonyvyeHuns Bbikyna

PenyTtauMoHHble noTepu,
nospexaeHne gaHHbIX

Mudocucrtemol OxeT



CASE #2: Ransomware EORUM

2023

UTO BMOUT XKEPTBA ataku?

>10 3awmnpoBaHHbIX CEPBEPOB ~+~ XKanobbl KMMEHTOB N NApTHEPOB
OcTaHoBKa HOpMarbHOW YnaneHbl 63akanbl
paboTbl KOMNaHUK KPUTUYHBIX CEPBUCOB

Hello, My Dear Friend 11!
ALL YOUR FILES HAVE BEEN ENCRYPTED DUE TO A SECURITY PROBLEM WITH YOUR PC.

If you want to restore them :
1) Send your unique id [alpha-numeric ID] and max 3 files for test decryption..

In subject line please write your decryption ID: [alpha-numeric ID]
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
After payment we will send you the decryption tool that will decrypt all your files.

FREE DECRYPTION AS A GUARANTEE!

Before paying you can send us up to 5 files for free decryption. The total size of files must be less than 18Mb (non archived),
and files should not contain valuable information. (databases, backups, large excel sheets, etc.)

ATTENTION! !

Do not rename encrypted files!

Do not try to decrypt your data using third party software, it may cause permanent data loss!

Decryption of your files with the help of third parties may cause increased price (they add their fee to our)
or wyou may become a victim of a scam!

Mudocucrtemol OxeT



CASE #2: Ransomware Eg‘ggm

‘0

Y10 BUONT aHANUTUK?

PISCOSTRUI README. Ink Ank

README. Ink Ank

Tenedonnuit cnpasoynnxk(2).url PISCOSTRUI LPISCOSTRUI

3almdpoBaHbl He BCE Y3rbl

EcTb 4TO aHanu3npoBaTb,
Oaxke ecriv Nnorn OYnULLEHbI

HenonHoguckoBoe
LUndgopoBaHme

+ 4+

Mudocucrtemol OxeT

TeneoHHuR

PISCOSTRUI

Tene@onnui
A

Tene@oumHun

Tenedormnit

BESEGs TrRUT_

sqmap

sqmapi.dll.

sqmapi.dll.

4

sqmapi.dll.

cnpasouHmux|

README . txt

cnpasovunnx(

CNPaBOMHUK

CNPaBOMMHM

README . Ink

1. PESEOSTRUI

PISCOSTRUI
PISCOSTRUI
PESCOSTRUI

il  BESCOSTRUI

rl. BESCOSTRUI
- PISCOSTRUI
1. BESCOS TRUI

wmpnss colorl20.png.PISCOSTRUI

sctory.xml . PISCOSTRUI

ContentDire

onManager.xml . FESCOSTRUI
wmpnss_colorl2e.jpg.PESCOSTRUI

PISCOSTRUI

txt

. FESCOSTRUI
BISCOSTRUI
. BFESCOSTRUI

ink

. PISCOSTRUI
. BISCOSTRUI
. PISCOSTRUI
PISCOSTRUI
BISCOSTRUI
PISCOSTRUI
. PISCOSTRUI
PISCOSTRUI
PISCOSTRUI




CASE #2: Ransomware

UTtO BUOUT aHANNUTUK?

~+— IP-scanner
~+— CkaHep nopToB Ips

Winscp gna nepegaym
doanrnos

+ NIBrute ons ropusoHTanbLHoOro
nepemMeLleHns

+ LLIndopoBanbLink ceMmencrea
mimic/n3ww4v3

Mudocucrtemol OxeT
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c:\program files (x86)\common files\kaspersky lab\updatablecomponents)\enhancedsecurity\985
:\program files (x86)\kaspersky lab\kaspersky endpoint security for windows\x64\kldw.exe

NSRS\ admin\desktop\winscp-5.21.1-portable\winscp.exe
c:Rusers \ admin\downloads\@grgSqpd. exe
c:Ausers\admin\downloads\advanced 1p scanner 2.5.3850.exe
c:AUSeRs\ admin\downloads\lpsv2.d2\1lpsv2.dl\lps.exe
c:NUSers\ admin\downloads\putty.exe
c:XUSePRs \ admin\downloads\winscp-5.21.1-portable\winscp.exe
c:Nusers\ AomumncTparop\appdatal\local\{9b24d914-d8f5-5¢c43-5F18-c6758674d7bb}\dc.exe
c: USRS\ Anmunucrparop\appdata\local\temp\S\7zipsfx.000\7za.exe
c:AuSers \ Anmuuuc rparop\pictures\advanced ip scanner 2.5.3850.exe
c:Nusers \AgwmHnctpartop\pictures\nlbrute 1.2 x64 & vpn - keygen.exe
c:NuSeRs\ Anmunncrparop\pictures\nlbrute privat.exe

c: NUSeRS \ AnmumncTpartop\pictures\pisco\pisco.exe




CASE #2: Ransomware

UTtO BUOUT aHaANNTUK?

BoisiBneH pag ys3BuMocTen
Exchange Health Checker,
XypHan ISS ouuweH

YaoaneHHble hannbl
B C:\root\ (ProxyNotShell?)

Mudocucrtemol OxeT

® g.oxt

a redentials. txt

@ servers, bt

a pass. ixt Nsers\AgmeastcTparopPictures

u ogin, txt sers\AomncTpaTop Pictures

a settings.ni Lsers Ao TpaTop Pictures
& key.txt Users\AomuemcTparop Pictures

& NiBrute Privat.exe Wsers\AommucTpaTop Pictures

a processhacker-3.0.4365-¢etup .exe Wsers \Anmeig xes

8 Advanced_IP_Scanner_2.5.3850.exe | \Users\AammscTpatop \Pictures
b4 pisco NJsers\AomeaicTpaTop Pictures

No image data

ac

6Ci4rFSSPVOhgepGvBp20pR Sakyl HChTR St 13I0DXs.exe
decr_payload.exe

gNIIGnA 1v2PzMhM-bzgACC3552Y 1tfmvrmdXAMQ230U, exe

ulLdLgwmbCMzKcVVu2752ANZASxn8mP SZhoLHt-0AXg.exe

SOC
FORUM
2023

....

''''''''

.yoot\Apxus
. yoot\Apxus
root\Apxus

. yoot\Apxus



CASE #2: Ransomware

Pe3ynbTaTthl N OTYET

bnok
pearmpoBaHuns

Bnok oTBeToOB
Ha NocTaBlIeHHbIe
BOMNPOCHI

Mudocucrtemol OxeT

+
+

O6HoBneHne Exchange

PekomeHgaumun no HegonyLeHuto
NOBTOPHbIX MHUMOEHTOB
(ayanT n XxapaepuHr)

ATpnbyuns 3noyMblLLNEHHNKOB,
IP-appeca, MUHCTPYMEHTHI

[lekpunTop Ha OaHHbIN
MOMEHT OTCYTCTBYET

SOC
FORUM
2023

+ OuncTtka NHPPaCTPYKTYpbI

YcTaHoBneHa BcA Lenoyka
ataku, noctpounu Timeline



CASE #2: Ransomware EORUM

2023
Y10 ncnonb3yem
A5 npoBegeHnd paccneuoaaHMM?
+ SIEM/LogManagment + CkaHepsbl (Thor, Loki n ap.)
(HacTpoeHHbIn Windows Audit,
Auditd gna Linux)
‘ Triage collection (Kape, Magnet, PowerShell ckpunTbl, B TOM 4ncne
Belkasoft, Velociraptor) Microsoft Health Checker
A h
—+— Triage parser (Zimmerman Tools) E-é?—&':’E!
g kR
£ .ﬁ:f’!i: :
El“&u%&g%r

Mudocucrtemol OxeT



CASE #2: Ransomware Egggm

UTO ncnonb3ayvem
Onsi NpoBeaeHns paccrengoBaHnn?

OTyeThbl OT BEHOOPOB + S— DON T PAYk

 wcenegosarene ool ELRlls o

[MpoekTbl  popymbl No More
Ransom

"‘.‘...F‘, ]
ﬁsﬁé—'

Qe X sy VX1
o ]

Mudocucrtemol OxeT



CASE #3: Phishing (BEC-aTaka) SOC

FORUM
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Llenu: /
drHaAHCOBO MOTUBNPOBAHHbLIE
rpynmnbl

+ Pa3Beaka 1 Kpaka AaHHbIX / .

NAME
+ PenyTaumoHHble noTepu f ] gg

Mudocucrtemol OxeT




CASE #3: Phishing (BEC-ataka)

Yto BUOUT
XepTBa aTaku?

Mudocucrtemol OxeT

<+

<+

dnHaHcoBbIE
notepn XX MnH pyo6.

[MlpnoctaHoBKa
ObunaHec- npoLeccos

<+

<+

YKanoObl
OT NOCTaBLUUKOB

HyXXHO npueneyeHue
cneunanucToB

Mo paccrenoBaHuio
NHUNOEHTOB

SOC
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CASE #3: Phishing (BEC-ataka)

Yto BUOUT
aHaANIMTUK?

Mudocucrtemol OxeT

<+

<+

<+

B konuu nucem meHemoxxepa NoABNsETCA
noaaenbHbIN NOYTOBLIA AOMEH

[1lpoBepKa rmnoTesbl O B3fioMe
NOYTOBOrO SLLMKA MeHeaXXepa

Nwem nncbma ¢ «BbICOKOM» BaXXHOCTbIO,
HETUMNYHOE BPEMS OTMNPAaBKN,
NoAO0O3pUTESIbHbIE OTNPAaBUTENMN,
MaCCOBbl€ PaCChISIKN
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CASE #3: Phishing (BEC-aTaka) EORUM

2023

UTtO BUOUT aHaANNTUK?

Final Password

‘+’ XOpOLLIO noaroTosJsyieHHOE NMMCbMO,

Manager01
O Mpic sanum npoBiness ¢ oroé
HET Oone4yatoK U ABHbIX Cbel/IJ'IOB
[loxoxue nucbma NpPUXoanin ailbox Usemame wto Renewa
pa Hee Manager01 2023

The Password for your email ||| cox: expires within 24hours.

The system will log you out and automatically generate a new password before 24 hours from [[JJ2023
Use the button below to continue using your current password.

Web Support Team Privacy Policy.

+ [leTekTnpoBaTb MOXXHO TONbKO
MO TEXHMYECKNUM 3arosfioBKam

Mudocucrtemol OxeT



CASE #3: Phishing (BEC-aTaka) EORUM

2023

DETECTION DETAILS RELATIONS COMMUNITY

UTtO BUOUT aHaANNTUK?

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

+ [NogaenaH TEXHUYECKUIA 3arofoBoOK,
NUCbMO OTMNpaBieHOo C HegaBHO

Files Referring (3) @

Scanned Detections Type Name
3aperncTpmnpoBaHHONo oMeHa 2023- 0160 Emai 073a81/45a7461298
2023- 0/860 Outlook Final Password Expiry Notice for_ msg
il =
2023- 0 /60 Email Recently Suspended incoming messages
Ccbinika Tvna IPFS (InterPlanetary
File System) cenyac HegocCTynHa
6 / 59 0169b9167f6ac0169ECCABBACASHIT2T ... 6 / 59 3197948037fed6bed5126156a449dfc07309956b.
Type HTIL
Type HTML Size 64.39 kB
AHan N3npyem Tl Size 64.62 kB First Seen 2023-05-29 15:44:07
First Seen 2023- 7-21:258 Last Seen 2023-05-29 15:53:51
Last Seen 2023- 7:21:25 Submissions z
S File Name DOCUMENTATION FOR
Submissions 1 PAYMENT (WENZHOU
File Name General Motors New CHANGJIANG
contract GM030_html AUTOMOBILE ELECT -

WEMZHOU - 33 - CH).html

Mudocucrtemol OxeT



CASE #3: Phishing (BEC-aTaka) EORUM

2023

YT0o BUOUT aHaANUTUK?
+ N3yuyeHune
bunsHec- npouecca

‘ [ononHuTtenbHbIN Spear
Phishing

0 310 coobulerue GhIN0 OTNPABNEHO € BAXHOCTLIO! Beicokan
pW HanueMu npobaem ¢ oToBpaXEHWaM ITOro coodleHns wen

Kindly find enclosed corrected invoice for your confirmation
Ihanks

Best Regards,

+ BHeapeHve, NCMonb30BaHNe
bunsHec- npouecca
ONs1 peanusaumm ataku

Mudocucrtemol OxeT



CASE #3: Phishing (BEC-aTaka) EORUM

2023

Authorization Letter

UTtO BUOUT aHaANNTUK?

To whom it may concern;

The payment that is attached has
not been accepted by our bank...

Changes to bank details for receiving local payments in foreign currency were agreed upon
BANK: TOPTOPBANK
ADDRESS: Central Street 77

‘+’ He 6ena, nopoenaem PDF

ACCOUNT: 3132456788999

Thanks & regards

Mudocucrtemol OxeT



CASE #3: Phishing (BEC-ataka)

UTO BUOAUT aHaANNTUK?

|
-+- Pasbupaem PDF 'DF

Header

o Version Number

Body

Page objects
Image objects
Font objects
Bookmark objects
Forms objects

© 0 0o o0 o o

Cross-reference Table

o Locations of objects
within the file - for
random access

Trailer

o Locations of certain
objects within the Body

o Location of the Cross-
reference Table in the
file

Mudocucrtemol OxeT

PDFextract

SOC
FORUM
2023

Help

kali m§ Desktop PDF  Authorization Letter_tom.dump  images

streams

attachments fonts images scripts



CASE #3: Phishing (BEC-ataka)
Pe3ynbratbl, MUHCTPYMEHTHLI AN aHannaa

bnok
pearmpoBaHuns

Bnok oTBeToOB
Ha NocTaBlIeHHbIe

BOMNPOCHI

Mudocucrtemol OxeT

<+

+
+
+

PekomeHaauus: obpaweHue

B NpaBoOOXpaHUTEeSIbHbIEe OpraHbl U
¢onHaHCOBYIO OpraHM3auuio
(yacTM4HO yaanocb BEepHYTb AEHbLIN)

AyauT n xapaepuHr
NT-nHdpacTpyKkTypbl
(npexae Bcero Exchange)

YcTaHoBneHa
LlenoYvka aTtaku

IP-appeca v MUHCTPYMEHTHI
3NMOYMbILLJTIEHHUKOB

SOC
FORUM
2023

N3meHeHus
B Ou3Hec- npoLecce

YcTaHoBMNeHbl TEXHUYecKue
NPU3HaKn noaaenku
OOKYMEHTa



CASE #3: Phishing (BEC-aTaka) EORUM

2023

UTO ncnonb3ayvem
Onsi NpoBeaeHns paccrengoBaHnn?

+ Exchange Online — BCTpOEHHbIE + T1-6a3bl U OTKPLITbIE UCTOYHUKN
MeXaHW3Mbl NOrMpoBaHUS (MxToolbox, Whois u gp.)
n eDiscovery-moayrb
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PekomeHpauum SOC M

2023
HE NAHUKOBATDb U3OJIMPOBATb ATAKOBAHHbIE HE BbIKITIOYATb ATAKOBAHHbIE
CUCTEMbI HA YPOBHE CETU CEPBEPbI U CUCTEMbDI
Mcnonb3oBaTtb nnaH MpunoctaHoBUTL BU3HEC- NHaye naHHble OyayT yTepsiHbl
MO pearMpoBaHUIo npoLeccol (MHOroe xpaHuTCS TOMNbKO B OnepaTuBKe)
NMPUBJIEYb KOMIMETEHTHbIX B MNAHE NO PEATMPOBAHUIO
CNEUMAIIUCTOB YUYUTBLIBATb NPECC-PEJIN3bI
OT KOMNAHUN
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LEHTP MOHUTOPUHIA
N PEATMPOBAHWA
HA MHUMWAOEHTEBEI UB

Aptem CemarvH
BeOyLWM N aHaNUTKK, rpynna KubepkpuMmnHanmcTukm
«MHdocuctembl keT»






